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1

About Cleo Harmony, Cleo VLTrader, and Cleo LexiCom

VersalLex software is the platform that powers the Cleo family of Secure Data Integration (SDI) products—the Cleo
LexiCom® application is a desktop-based client solution for communication with major trading networks. The Cleo
VLTrader® application is a server-level solution designed to meet the needs of mid-enterprise organizations. The Cleo
Harmony® application is tailored for large enterprise needs.

Cleo Technical Support

Standard Cleo Technical Support is available from 7am - 7pm CST, Monday through Friday. Support availability
might differ depending on your support package.

Training and a support subscription are required to work with a Cleo technical support analyst for all products, except
Cleo LexiCom.

When contacting the Cleo support team, have your contact information, the name of product you are calling about,
and your serial number, if available. During the support process we may request additional information (for example,
a support bundle) that will vary depending on the type of request or issue.

Requests are handled on a callback basis in the order they are received. The Cleo support answering service or web
form will collect your information and your request will be placed in our callback queue.

To contact Cleo Technical Support:

* Use the request form at: https://support.cleo.com/hc/en-us.
+ Callus:

. 1-815-282-7894
« US (toll free): 1-866-444-CLEO(2536)
. UK: 02038653439

Send Information to Technical Support

In order to debug your specific problem, Cleo technical support might request that you send log files, host files or
both for review.

1. In the web Ul, go to Administration > License & Registration > Support Bundle. In the native Ul, select Help
> Support > Bundle from the menu bar.

2. Enter a description of the problem to be included in the bundle. If they are enabled, the system log file and debug
file by default are included. The TCP/IP port usage report is always by default included. Host files can also be
included; if selected, the user passwords encoded in a host file are cleared as the file is placed in the bundle. Click
Send.

3. Enter your name, company name, phone number, and email address. The company name defaults to the license
key owner. Modify the connection type, if necessary. Click Send.


https://support.cleo.com/hc/en-us/requests/new
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2

Cleo Harmony Concepts

This section provides basic conceptual information about Cleo Harmony you should be familiar with before you begin
using the product.

About Actions, Host Actions, and Hosts

The basic building block of command execution within the product takes place within an action. From actions, sends
(PUT) and receives (GET) are executed.

Actions are either mailbox-based, host-based, or not tied to any mailbox or host. Mailbox-based actions are the most
common and are referred to as actions (or Action). Host-based actions are referred to as host actions. Both mailbox-
and host-based actions are organized within the hierarchical structure of a host (see Tree Structure).

Actions not tied to any mailbox or host are referred to as standalone actions.

In this documentation, the term action, when used by itself, is considered a general reference to actions, host actions,
or standalone actions, unless noted otherwise.

= Note:
=

Host actions are only available in the Cleo Harmony and Cleo VLTrader applications.

Standalone actions are only available in the Cleo Harmony application.

Tree Structure

The Cleo Harmony application supports varying tree node types, including generic and customized FTP, HTTP, and
AS?2 connections, as well as user groups and services. But regardless of the host type, the Cleo Harmony application
organizes the tree as shown in the following diagram.

11
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Host - the host of your trades -- a service provider, value added network, efc.
A host's parameters specify its location and how it is reached. This could include a server
network address and port, forward proxy address and port, host command syntax, etc.

Mailbox - you on the host
A mailbox's parameters allow you access to the host system. This may be your login
username and password, your client X509 certificate, etc.

Action - a set of tasks for your mailbox
A repeatable procedure for interacting with the host system, for example, PUT
and GET commands.

HostAction - a set of tasks for your host
A repeatable procedure relative to the host system, for example, CHECE
commands.

Users - a group of users
A users' settings establish privileges and policies for its members.

User - a user on your Versalex server.
A user's settings establish the identify of either a single user or an LDAP subgroup.

Action - a set of tasks the user's mailbox
A repeatable procedure relative to the user's mailbox, for example, LCOBY
commands.

HostAction - a sef of tasks for the group of users
A repeatable procedure relative to the group of users, for example, CHECE
commands.

Local Listener - receives asynchronous or unsolicited messages
A local listener's settings specify how a remote host or user can reach you. This could include
your server ports, external address and port, server X509 certificate, etc.

Service - a protocol resource available through your local host
installation.

A service's settings define the specific protocol resource, such as AS2, web browser,
web service, etc. This generally includes the resource path. This could also include
default settings for the service (which in some cases can be overridden in individual
partner mailboxes.)

Standalone Action - a set of tasks for your system
A repeatable procedure relative to all activity on your Cleo Harmony system.

Each branch is stored as an XML file. See XML file formats on page 893 for information about the layout of the
XML file.

Cleo Harmony Concepts
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Screen layout

The main body of the Cleo Harmony window is divided into several sections:

+ tree pane (upper-left),

+ content pane (upper-right)
* messages pane (lower)

* status bar (bottom).

The Cleo Harmony application makes extensive use of right-click menus. When in doubt, especially in the tree pane,
right-click.

= Note: Any current or captured date and/or time shown within the Cleo Harmony application is formatted as
yyyy/mm/dd and hh :mm: ss (24-hour clock).

Tree Pane

The tree pane actually contains two trees - the Active host tree and the Templates host tree. Only active hosts can be
manipulated; template hosts are display-only until activated.

Within each folder in the tree, branches are sorted alphabetically.
Within the active tree, colors are used to represent status:

* Red indicates that the branch has been disabled and cannot be used.
» Orange indicates that configuration is incomplete for the branch and it is not yet ready for use.
* Green indicates that the branch or an action within the branch is currently running.

Content Pane
The tree pane selection controls what appears in the content pane.

» Ifyou select a Hosts, Mailboxes, HostActions, TradingPartners, Actions, or Services folder in the tree pane, a
folder table listing details specific to the folder contents is displayed in the content pane.

» Ifyou select a specific host, mailbox, host action, trading partner, action, local host, or service in the tree pane, a
configuration panel specific to the object selected is displayed in the content pane.

Folder table

When you select a folder containing Hosts, Mailboxes, HostActions, TradingPartners, Actions, or Services in the tree
pane, the content of the folder is displayed in a table listing details specific to that folder.

Colors represent status:

* Red indicates that the branch has been disabled and cannot be used.
* Orange indicates that configuration is incomplete for the branch and it is not yet ready for use.
* Green indicates that the branch or an action within the branch is currently running.

You can sort the table using any column. The current sort column is marked accordingly.

Configuration panel

Even though configuration panels are specific to the host type and the branch selected, there are some similarities
among them.

The upper section of the panel always contains the alias of the branch selected, the enabled selection, the ready
indication, and the host type and transport description.

Cleo Harmony Concepts
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» Ifthe enabled selection is set to of £, it is displayed in red.

* Required fields are starred (*). If any required fields are missing or incorrect, the ready indication will be of £
and displayed as orange. If the mouse is moved over 'Ready’, tool tip help will indicate which required field is
missing.

The middle section of the panel always contains one or more tabbed sub-panels.

Some of the tabs are consistent across host types. For example, the General and Notes tabs above are used for ALL
host types.

Password fields will mask the actual value entered (for example, ****** )

The lower section of the panel always contains Apply and Reset buttons. These buttons are enabled only for active
hosts when changes have been entered into the panel.

Messages Pane

The messages pane continually scrolls runtime messages as they occur. Messages can originate from two main
sources:

A running action, host action or local host will generate status messages. Indentation and color are used to indicate
message flow and status.

hh:mm:ss <Action>Mailbox@Host Run: type="type"

hh:mm:ss <Action>Mailbox@Host Detail: "message" level=#

hh:mm:ss <Action>Mailbox@Host Command: "put command"
type="protocol" line=+#

hh:mm:ss <Action>Mailbox@Host File: "local path" direction="Loca -

> Host" destination="remote path" number=# of #

hh:mm:ss <Action>Mailbox@Host PROTOCOL: "request"

hh:mm:ss <Action>Mailbox@Host Transfer: kB/sec=#.# kBytes=#.#
seconds=#. #

hh:mm:ss <Action>Mailbox@Host Response: "good host response"

hh:mm:ss <Action>Mailbox@Host Result: "Success"

hh:mm:ss <Action>Mailbox@Host File: "Iocal path" direction="Local-

>Host" destination="remote path" number=# of #

hh:mm:ss <Action>Mailbox@Host PROTOCOL: "request"

hh:mm:ss <Action>Mailbox@Host Transfer: kB/sec=#.# kBytes=#.#
seconds=#. #

hh:mm:ss <Action>Mailbox@Host Response: "good host response"

hh:mm:ss <Action>Mailbox@Host Result: "Success"

--> hh:mm:ss <Action>Mailbox@Host Command:--> "get command"
type="protocol" line=#

hh:mm:ss <Action>Mailbox@Host File: "remote path" direction="Host-
>Local" destination="local path" number=# of #

hh:mm:ss <Action>Mailbox@Host PROTOCOL: "request"

hh:mm:ss <Action>Mailbox@Host Transfer: kB/sec=#.# kBytes=#.#
seconds=#. #

hh:mm:ss <Action>Mailbox@Host Response: "bad host response"

hh:mm:ss <Action>Mailbox@Host Result: "unsuccesful" "reason"

hh:mm:ss <Action>Mailbox@Host Hint: "possible cause"

hh:mm:ss <Action>Mailbox@Host End

--> Message Type Purpose How many Color
--> Run: Mark start of action run, 1 Black
has run type

Cleo Harmony Concepts
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--> Message Type Purpose How many Color

--> Detail: Provide extra detailed Unlimited Black
information; can appear
anywhere in the flow

--> Command: Mark start of a command,  --> 0 or more per Run: Green
has command text and line
number

--> File: Mark start of a file transfer, --> 0 or more per Blue
has file paths and counts Command

--> Transfer: Mark completion of a file 1 per File Blue

transfer, has transfer rate

FTP: or HTTP: Protocol-specific request 0 or more per Command Black
made to host

Response: Protocol-specific response 1 per FTP or HTTP request  Biack if good
from host

-->Red --> if bad

--> Result: Mark end of a command or --> 1 per Command or File  __> Green --> if successful
file transfer, has resultant )
status --> Red --> if unsuccessful
Hint: Provide insight into Unlimited Magenta
possible cause of error or
exception
End Mark end of action run 1 Black

The outer Cleo Harmony application shell may detect a situation that requires a message. Color is used to indicate
message severity.

hh:mm:ss Note: "message"
hh:mm:ss Warning: "message"
hh:mm:ss Error: "message"
hh:mm:ss Exception: "message"

hh:mm:ss Detail "message" level=#

Type Purpose Color
Note: Log a notable condition Black
Warning: Log a cautionary condition --> Orange
Error: Log an unrecoverable error Red
Exception: Log an unrecoverable program Red
exception
--> Detail: Provide extra detailed information; Black
can appear anywhere in the flow

Cleo Harmony Concepts
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Status Bar

The status bar has five sections:

Running: Local Listener |Scheduler: Running |Router; Stopped | Service: Running | Tuesday 2008/01/29 12:38:32

) IfE',l I{-E‘j ll"‘d.l I|'5,'

Lists any running action, host actions, and local hosts.

Indicates whether the Cleo Harmony scheduler is currently running.

VLTrader and Harmony only. Indicates whether the Cleo Harmonyrouter is currently running.
Shows the mode of the Cleo Harmony Ul:

Ealb

* Service/Daemon: Running - The Cleo Harmony Ul is a 2nd process attached to a Cleo Harmony Windows
service or Unix daemon, which is running in the background. If the Cleo Harmony service/daemon should
stop, the Cleo Harmony UI will indicate Service/Daemon: Stopped and then shutdown.

» U Service/Daemon - Cleo Harmony is not running in the background as a Windows service or Unix daemon,
but the Cleo Harmony Ul is enabled as a “service” (see Other system options on page 655). This means
that the Cleo Harmony UI will act as a Cleo Harmony service/daecmon would and service any Cleo Harmony
command line processes.

» Standalone - Cleo Harmony is not running in the background as a Windows service or Unix daemon, and the
Cleo Harmony UI is not enabled as a “service” (see Other system options on page 655). This means that
Cleo Harmony command line processes will queue up and only run after the Cleo Harmony UI is exited.

* Service/Daemon - Cleo Harmony is running in the background as a Windows service or Unix daemon, but
because the Cleo Harmony service/daemon is enabled as a Ul (see Other system options on page 655),
there is not a 2" Cleo Harmony UI process attached (i.e. the Cleo Harmony service/daemon process itself is
displaying the UI).

= Note: When Cleo Harmony is running on an AS/400, by default it is running in the background like a
Windows service or Unix daemon. The Cleo Harmony UI can be displayed on a Windows PC connected
to the AS/400, and in this case the Cleo Harmony UI mode will be AS/400: Running.

5. Continually reflects the current day, date, and time.

Cleo Harmony Concepts
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Log file

Each message shown in the messages pane is also written to an XML log file. The log file contents can be viewed via
Cleo Harmony at any time. Additionally, since it is an XML file (and it is always well-formed), the log file can also
be viewed through a browser at any time, potentially with an XSL style sheet applied. See XML file formats on page
893 for information about the layout of the log XML file.

If the size of the log file should reach five megabytes, by default Cleo Harmony will automatically archive and restart
the log file.

A Cleo Harmony debug file (which contains very detailed protocol runtime information, mainly intended for technical
support debugging purposes) is also potentially generated.

The level of detail shown in the messages pane can be configured differently than what is logged to the file. The
default level of detail shown in the messages pane and logged to the file are both High — 3.

Directories/Maintenance

The directory structure for the installed product is as follows:

.\ (VersaLex home)

VersalLex executable file (* VersaLex .exe’), command line file ( VersaLex c.exe’), and other software executable
files. If the java runtime environment (JRE) should terminate unexpectedly, it may dump trace or heap files.

Archive/copy files accumulate in this directory.
.license\
Contains product license files.
Automatically created and updated when register product and acquire permanent license.
AS2\
AS2 protocol directories
data\
Message ID and filename history
Retention period can be changed in the AS2 service AS2 tab.
mdn\
received\
Message disposition notifications (receipts) received.

You can control the storage location. See MDN Storage Folder in Local Listener AS2 Service
reference on page 692.

Received MDNs are always retained.
archived\
Archived MDN zip files.
You can set Archive properties. See Specifying Local Listener advanced properties on page 683.
Archive/copy files accumulate in this directory.
sent\
Message disposition notifications (receipts) sent.

You can control the storage location. See MDN Storage Folder in Local Listener AS2 Service
reference on page 692.

Cleo Harmony Concepts
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For Cleo VLTrader and Cleo Harmony, sent receipts are always saved.

For Cleo LexiCom, you can configure your system to save sent receipts. See Save Sent Receipt in
Specifying Local Listener advanced properties on page 683.

archived\
Archived MDN zip files.
You can set Archive properties. See Specifying Local Listener advanced properties on page 683.
Archive/copy files accumulate in this directory.
received\
Copies of raw incoming messages.

You control whether these messages are saved. See Store Raw Received Message in Specifying Local
Listener advanced properties on page 683

Archive/copy files accumulate in this directory.
sent\
Copies of raw outgoing messages.

You control whether these messages are saved per trading partner. See Store Raw Sent Message in AS2
Host: Advanced Tab on page 149.

Archive/copy files accumulate in this directory.
restart\
Partial incoming message.

You can change this storage location. See Restarts Temp Folder in Local Listener AS2 Service reference
on page 692.

unsent\
Copies of outgoing messages waiting for asynchronous MDN.
AS3\
AS3 protocol directories.
data)\
Message ID history.

You can control the retention period for this directory. See Retain Message ID History in Local Listener
AS3 Service reference on page 694.

mdn\
received\
Message disposition notifications (receipts) received.

Received MDNss are always retained, but you can control the storage location. See MDN Storage
Folder in Local Listener AS3 Service reference on page 694.

archived\
Archived MDN zip files.
You can set Archive properties. See Specifying Local Listener advanced properties on page 683.
Archive/copy files accumulate in this directory.
sent\
Message disposition notifications (receipts) sent.

You can control the storage location. See MDN Storage Folder in Local Listener AS3 Service
reference on page 694.

Cleo Harmony Concepts
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For Cleo VLTrader and Cleo Harmony, sent receipts are always saved.

For Cleo LexiCom, you can configure your system to save sent receipts. See Save Sent Receipt in
Specifying Local Listener advanced properties on page 683

archived\
Archived MDN zip files.
You can set Archive properties. See Specifying Local Listener advanced properties on page 683.
Archive/copy files accumulate in this directory.
received\
Copies of raw incoming messages.

You control whether these messages are saved. See Store Raw Received Message in Specifying Local
Listener advanced properties on page 683

Archive/copy files accumulate in this directory.
sent\
Copies of raw outgoing messages.

You control whether these messages are saved per trading partner. See Store Raw Sent Message in AS3
Host: Advanced Tab on page 177.

Archive/copy files accumulate in this directory.
unsent\
Copies of outgoing messages waiting for asynchronous MDN.
AsS4\
AS4 protocol directories
data\
Message 1D history.

Retention period can be changed through the
PMode.ReceptionAwareness.DuplicateDetection.MaxWindow setting.

receipt\
received\
Received receipts.

You can control the storage location. See Configuring AS4 Service on page 695. Received receipts
are always retained.

archive\
Archived received receipts.

These include the actual receipt files as well as the INF files that contain auxiliary information
pertinent to a push of a User Message.

You can set Archive properties. See Specifying Local Listener advanced properties on page 683.
sent\
You can control the storage location. See Configuring AS4 Service on page 695.
Sent receipts are always retained.
archive\
Archived sent receipts.
You can set Archive properties. See Specifying Local Listener advanced properties on page 683.

Cleo Harmony Concepts



20 | User Guide

schemas\
Schemas used by AS4 for XML schema validation.
sent+received\

Copies of raw incoming and outgoing requests and responses. Stores information for both client-side
and server-side operations.

You can configure whether raw messages are stored. See Store Raw Sent Message in AS4 Host:
Advanced Tab on page 202 and Store Raw Received Message in Specifying Local Listener
advanced properties on page 683.

Files in this folder are not archived, so generally this setting to should be 'off' to conserve disk space.
unsent\

Transient copies of outgoing User Messages waiting for a response. Associated INF files are also
stored while the transfer is in progress.

Transient copies of User Message will be deleted once the transfer is complete (successfully or
otherwise). Associated INF files will be move to the receipt\received folder once the transfer is
complete.

autoroute\

Cleo VLTrader and Cleo Harmony systems only.
Default directory for outgoing payload files to be automatically processed based on routing rules

You can set up the Autoroute Directory. See Setting up automated outgoing routes on page 558.

autorun\

Default directory for “command” files to be automatically processed

You can change the Autorun Directory. See Other system options on page 655.

backup\

Versioned patch incremental backups. See Updating your software on page 586.

Archive/copy files accumulate in this directory.

BI\

Cleo VLTrader and Cleo Harmony systems only.

Business intelligence resource folder for dashboards and system monitor.

certs\

pending\
Trusted and pending (untrusted) X509 certificate authority (CA) files for secure transfers.

You can add, modify, and delete trusted and pending certificate files directly in this directory, but the
preferred method is to use the Certificate Manager. See Certificate management on page 589.

conf\

Product configuration files.
Managed via various Configure... and Tools... items.
unsynced

Synchronized configuration changes not yet applied.

data\

X509 user certificate and private key store files for secure transfers. Can include OpenPGP and SSH keys.

Managed using the Certificate Manager. See Certificate management on page 589.

Cleo Harmony
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EBICS\
EBICS protocol directories
ack\
sent\
Acknowledgments (receipts) sent
“Save Sent Receipt” can be set in the Local Listener Advanced tab.
archive
Archived receipt zip files
“Archive ..." properties can be set in the Local Listener Advanced tab.
Archive/copy files accumulate in this directory.
schemas 2 4\
EBICS Version 2.4 schema files
schemas 2 5\
EBICS Version 2.5 schema files
sent+received\
Copies of “raw” incoming requests and corresponding outgoing responses
“Store Raw Sent And Received” can be set in the EBICS host Advanced tab
Archive/copy files accumulate in this directory.
unsent\
Transient copies of outgoing XML
ebXML
ebMS protocol directories
ack\
received\
Acknowledgments (receipts) received

You can control the storage location for received ACKs. See Configuring ebXML Message Service on
page 696.

Received ACKs are always retained.
archive\
Archived ACK zip files
sent\
Acknowledgments (receipts) sent

You can control the storage location for sent ACKs. See Configuring ebXML Message Service on page
696.

For Cleo VLTrader and Cleo Harmony, sent receipts are always saved.

For Cleo LexiCom, you can configure your system to save sent receipts. See Save Sent Receipt in
Specifying Local Listener advanced properties on page 683

archive\
Archived ACK zip files
data\
Message ID history
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You can control how long this data is retained. See Configuring ebXML Message Service on page 696
and Local Listener ebXML Service reference on page 696.

schemas\
ebMS schema files
sent+received\
Copies of raw incoming and outgoing messages

You can control whether raw messages received are stored. See Store Raw Received Message in
Specifying Local Listener advanced properties on page 683.

You can configure whether raw sent messages are stored per trading partner. See Store Raw Sent ebXML
Host: ebXML Tab on page 226.

Archive/copy files accumulate in this directory.
unsent\
Copies of outgoing messages waiting for asynchronous acknowledgment.
home\
The default location for the file/directory chooser when there is no other appropriate default folder.
hosts\
Active host XML files
Created when you activate a pre-configured host.
pre-configured\
Pre-configured host XML files
archive\
Pre-released, beta or “backup” hosts. Directory can be empty.
custom\
Custom, preconfigured hosts
See Creating a custom preconfigured host on page 77.
support\
Active support host XML files (for communicating with Cleo web site)
pre-configured\
Pre-configured support host XML files
unsynced\
Synchronized host changes not yet applied
HTTP\
HTTP client protocol directories
sent\
Copies of raw outgoing messages

You can configure whether raw sent messages are stored per trading partner. See Store Raw Sent Message in
HTTP Host: Advanced Tab on page 122.

Archive/copy files accumulate in this directory.
inbox\
Default (parent) directory for incoming payload files.
You can specify the default system inbox. See Specifying default host directories on page 628.
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jre\
Java runtime environment
1ib\
Main product library files
api\
Embedded custom API libraries

You can specify custom classes. See Custom [LexiComIncoming Class, Custom LexiComLogListener Class,
and Custom LexiComQutgoingThread Class in Other system options on page 655.

ext\
Add-on third-party libraries, for example, database driver
help\
Product help library
ws\
Web service client runtime libraries
local\root\
Default FTP, HTTP, and SSH FTP server root directory.

B Note: Cleo VLTrader and Cleo Harmony systems only.

logs\
System XML log file (VersaLex.xml), system debug file (VersaLex.dbq), and other log and debug files
You can set system log and debug options. See Logs on page 816.
You can set web UI debug options. See Configuring web browser service advanced properties on page 721.
Archive/copy files accumulate in this directory.
archive\
Default directory for archived system XML log files
You can control storage location. See Logs on page 816.
Archive/copy files accumulate in this directory.
olddbg\
Archived system debug files
Retention period of three days cannot be changed.
lostandfound\
Incoming payload for unknown trading relationships

You can specify what, if any, action should be taken when a message is received form an unknown trading
partner. See Unknown Partner Message Action in Specifying Local Listener advanced properties on page 683.

Archive/copy files accumulate in this directory.
OFTP\
Odette FTP protocol directories
data\
Message ID history.
You can control how long this data is retained.
See Configuring OFTP Service on page 701 and Local Listener OFTP Service reference on page 702.
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eerp\
received\
End-to-end responses (receipts) received
Received EERPs/NERPs are always retained.
You can control where received responses are stored.

See Configuring OFTP Service on page 701 and Local Listener OFTP Service reference on page
702.

archive\
Archived EERP zip files

You can specify Archive properties. See Specifying Local Listener advanced properties on page
683.

Archive/copy files accumulate in this directory.
sent\
End-to-end responses (receipts) sent

You can control whether sent receipts are saved. See Save Sent Receipt in Specifying Local Listener
advanced properties on page 683.

You can also control where sent receipts are stored. See Configuring OFTP Service on page 701 and
Local Listener OFTP Service reference on page 702.

archive\
Archived EERP zip files

You can specify Archive properties. See Specifying Local Listener advanced properties on page
683.

Archive/copy files accumulate in this directory.
received\
Copies of raw incoming messages

You can control whether raw messages received are stored. See Store Raw Received Message in
Specifying Local Listener advanced properties on page 683.

sent\
Copies of “raw” outgoing messages

You can configure whether raw sent messages are stored per trading partner. See Store Raw Sent Message
in OFTP Host: Advanced Tab on page 283.

restart\
Partial incoming message

You can change this storage location. See Restarts Temp Folder in Local Listener OFTP Service reference
on page 702.

unsent\
Copies of outgoing messages waiting for EERP
outbox\
Default (parent) directory for outgoing payload files
You can specify the default system outbox. See Specifying default host directories on page 628.
test\

Files used for testing with the Cleo Test Server
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receivedbox\
System actually defaults to no receivedbox.

You can specify the default system receivedbox. See Specifying default host directories on page 628.
archive\

Archived receivedbox copies zip files

You can set Sent/Received Box Archive properties. See Sent/Received Box Archive, Sent/Received Box
Archive After Files, Sent/Received Box Archive Size (mbytes), and Sent/Received Box Archive Append To Zip
in Other system options on page 655.

sentbox\
System actually defaults to no sentbox.
You can specify the default system sentbox. See Specifying default host directories on page 628.
archive\

Archived sentbox copies zip files

You can set Sent/Received Box Archive properties. See Sent/Received Box Archive, Sent/Received Box
Archive After Files, Sent/Received Box Archive Size (mbytes), and Sent/Received Box Archive Append To Zip
in Other system options on page 655.

rejectbox\
Default directory for rejected outgoing files

You can specify the default system rejectbox. See Specifying default host directories on page 628 and Default
host directory Reference on page 628.

resource\
Installer resource files
RNIF\
RosettaNet Implementation Framework protocol directories
ack\
received\
Acknowledgments (receipts) received.
Received ACKs are always retained.
You can control where received responses are stored.

See Configuring Local Listener RosettaNet Service on page 700 and Local Listener RosettaNet Service
reference on page 700.

archive\

Archived ACK zip files

You can specify Archive properties. See Specifying Local Listener advanced properties on page
683.

sent\
Acknowledgments (receipts) sent

You can specify whether sent responses are stored. See Save Sent Receipt in Specifying Local Listener
advanced properties on page 683

You can control where sent responses are stored.

See Configuring Local Listener RosettaNet Service on page 700 and Local Listener RosettaNet Service
reference on page 700.
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archive\
Archived ACK zip files
You can specify Archive properties. See Specifying Local Listener advanced properties on page
683.
data\

PIP Instance/Message ID history
You can control how long this data is retained.

See Configuring Local Listener RosettaNet Service on page 700 and Local Listener RosettaNet Service
reference on page 700.

DTDs\

PIP content validation DTD files shipped with product or imported
pips\

Pre-defined PIPs shipped with product
schemas\

PIP content validation schema files shipped with product or imported
sent+received\

Copies of raw incoming and outgoing messages

You can control whether raw messages received are stored. See Store Raw Received Message in Specifying
Local Listener advanced properties on page 683.

You can configure whether raw sent messages are stored per trading partner. See Store Raw Sent Message
RNIF Host: Advanced Tab on page 412.

Archive/copy files accumulate in this directory.
unsent\
Copies of outgoing messages waiting for asynchronous acknowledgment.
SMTP\
SMTP protocol directories
data\
Message 1D history
Retention period can be changed in the SMTP Service SMTP tab.
You can control how long this data is retained.

See Local Listener SMTP Service on page 703 and Local Listener SMTP Service reference on page
703.

dsn\
received\
Delivery status notifications (receipts) received.
Received EERPs/NERPs are always retained.

You can control where received EERPs/NERPs are stored. See Local Listener SMTP Service on page
703 and Local Listener SMTP Service reference on page 703.

archive\
Archived DSN zip files

You can specify Archive properties. See Specifying Local Listener advanced properties on page
683.
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Archive/copy files accumulate in this directory.
sent\
Delivery status notifications (receipts) sent.

You can specify whether sent receipts are stored. See Save Sent Receipt in Specifying Local Listener
advanced properties on page 683

You can control where sent receipts are stored. See Local Listener SMTP Service on page 703 and
Local Listener SMTP Service reference on page 703.

archive\
Archived DSN zip files

You can specify Archive properties. See Specifying Local Listener advanced properties on page
683.

Archive/copy files accumulate in this directory.
received\
Copies of raw incoming messages

You can control whether raw messages received are stored. See Store Raw Received Message in Specifying
Local Listener advanced properties on page 683.

Archive/copy files accumulate in this directory.
sent\
Copies of raw outgoing messages

You can configure whether raw sent messages are stored per trading partner. See Store Raw Sent Message
SMTP Host: Advanced Tab on page 335.

Archive/copy files accumulate in this directory.
unsent\
Copies of outgoing messages waiting for DSN
temp\
VersaLex non-persistent work area
thirdparty\
Information about included third-party software
translators\
Sub-directories containing files for use with an EDI translator
See Generating files for an integration on page 57.
webserver\
VLPortal\
Cleo VLTrader and Cleo Harmony systems only.
Web portal documents, images, HTML pages, and language-specific property files.

Files can be imported through web page and web portal build functions that are described under the Web
Browser Service VLPortal tab.

doc\
img\
html\

internationalization\
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WS\
Web service protocol directories
conf\
Apache AXIS and WS security files
received\
Copies of raw incoming messages

You can control whether raw received messages are stored. See Store Raw Received Message in Specifying
Local Listener advanced properties on page 683.

sent\
Copies of raw outgoing messages

You can configure whether raw sent messages are stored per trading partner. See Store Raw Sent Message WS
Host: Advanced Tab on page 378.

“Store Raw Sent Message” can be set per trading partner in the WS host Advanced tab.

Files can accumulate in the directories marked with an (X) above. VersaLex will not automatically delete files in these
directories. Be sure to turn off any debugging options that may cause files to accumulate once a problem has been
solved. For example:

- Heap files in the home directory
- AS2 raw received files in the AS2/received directory
- HTML*.dbg files in the logs/ directory

VersaLex will also not remove any non-empty inbound or outbound directories associated with hosts or mailboxes if
the host or mailbox is renamed or deleted since these directories could also be used by other trading relationships or
by other applications. These directories may be manually removed, if desired, after verifying that they are no longer
in-use.

Dial-up Connections

Windows users can install the Cleo LexiCom dialer and/or the GEGXS IBC dialer, which allow the use of dial-up
networking for connectivity. The Cleo LexiCom dialer can be used to interface with Windows’ Remote Access
Service (RAS) phonebook entries to connect to the Internet or Virtual Private Networks (VPNs). The GEGXS IBC
dialer is used specifically to connect to the GE hubs (GE Tradanet, GE EDI*Express, and GE ICS).

Cleo Harmony Concepts



Cleo Harmony | 29

Runtime Options

There are five different Cleo Harmony runtime options.

Run action via Cleo Harmony Ul

Use this option when:

* you run actions manually

» you schedule actions within the Cleo Harmony application to run either periodically or whenever there is a
file to send.

» you use Cleo Harmony application as an "always live" server to receive files (for example, AS2)
Running the Cleo Harmony Ul, installing as a Windows service or run as a Unix daemon, and running from the
command line are not mutually exclusive.
Install the Cleo Harmony application as a Windows service or run Cleo Harmony as a Unix daemon
Use this option when:
» you schedule actions within the Cleo Harmony application to run either periodically or whenever there is a
file to send.
» you use Cleo Harmony application as an "always live" server to receive files (for example, AS2)

See Auto starting the VersalLex daemon in UNIX environments on page 49.

Running the Cleo Harmony Ul, installing as a Windows service or running as a Unix daemon, and running from
the command line are not mutually exclusive.

Note: By default, Windows services run under a SYSTEM user and do not see mapped drives. If the
Cleo Harmony application is installed as a service on Windows, use full network path names for the
directories and ensure proper user authorization. If necessary, change the service to log on under a
different account.

[

Run action via Cleo Harmony command line
Use this option when:
* you run actions manually
* a 3rd-party software application (for example, a translator) runs actions
Map/mount Cleo Harmony installed drive and run action remotely via Cleo Harmony command line
Use this option when:

» aremote computer needs to run an action

See Running from the command line on page 36.
To run an action remotely via command line, the Cleo Harmony application must be installed and/or running as a
service/daemon on the target computer.

E Note: By default, Windows services run under a SYSTEM user and do not see mapped drives. If the
Cleo Harmony application is installed as a service on Windows, use full network path names for the
directories and ensure proper user authorization. If necessary, change the service to log on under a
different account.

Run action remotely via Cleo Harmony autorun

Use this option when:
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» aremote computer needs to run an action

See Using Autorun on page 48.
To run an action remotely via autorun, the Cleo Harmony UI must be running or the Cleo Harmony application
must be installed and/or running as a service/daemon on the target computer.
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Using your Cleo Harmony program

This section provides basic information about using your Cleo VersaLex program.

User Interface options

This section contains information about options related to the user interface for the Cleo Harmony application.

Requiring logins

Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

L=F

See Cleo VLNavigator on page 843 for more information about privileges.

1. If the optional Cleo VLNavigator add-on application is installed, user groups and users can be created. As soon as
at least one user group is assigned access to the Cleo VLTrader or Cleo Harmony application, a login is required
with each invocation of the Cleo VLTrader or Cleo Harmony UI. (A login is always required with each invocation

of the Cleo VLNavigator UI).

2. Enter your username and password (both case-sensitive). To change your password, click Options.

3. Click OK to proceed. The Cleo Harmony service/daecmon will verify your credentials and apply your user group's

granted privileges to the user session.

Using the new Web Admin Ul
This section describes options specific to the new Web Admin UL

Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

[

Accessing Classic mode in the Web Ul

Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

L=F

Data for the new Web Admin UI comes from the Cleo Harmony or Cleo VLTrader built-in NoSQL database. Prior to
the 5.5 release, this database was disabled by default, and any historical data not present within is only available using

Classic Mode or the native UI.
To access Classic Mode:

1. Click on the person icon in the top menu bar to expose its drop-down menu, and select My Account.
2. In the presented dialog, select the Preferences tab.
3. Check Show classic mode and click Save.

31



32 | User Guide

Settings persistence in the Web Ul

= Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

In the new Web Admin UI, there are several auto-saved table settings. Each of them is stored in a per user, per
browser fashion. Filter settings, column sizes, and column order, as well as specific table display preferences (for
example, Show milliseconds) are saved to local storage. Local storage will persist until manually cleared. Column
sorting is saved in the browser's session storage which is cleared whenever the browser tab or window is closed.

Please note that if the browser is being operated in "Incognito" or "Private" mode, the settings will not be saved or
persist after the window is closed.

Controlling dialog boxes in the Web Ul
E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

Some dialog boxes in the web UI have interactive features. These dialog boxes can be minimized, maximized,

resized, and repositioned to a different place on the screen. To identify these dialog boxes, look for the Maximize

Window icon in the upper right corner of the box. Dialog boxes wtihout a Maximize Window icon do not have these

capabilities.

» To expand the dialog box to the size of the page, click Maximize Window.

» To restore the dialog box to its original size, click the Restore Window icon in the upper right corner of the box.

» To resize the dialog box, hover over an edge until the cursor changes to an arrow, and then click and drag. Some
dialog boxes have a minimum size requirement, so the box might not continue to shrink while dragging.

» To reposition the dialog box, click the title bar and drag to the desired location.

» Dialog box width and horizontal position will automatically adjust according to the browser window size. Once it
has been resized or repositioned, it will no longer respond to browser window size changes.

Using the Classic Mode Web Admin Ul
This section describes options specific to the Classic Mode Web Admin UI.

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

Using the Web Browser Ul

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

You can use a web browser Ul to access Cleo Harmony, Cleo VLTrader, or Cleo VLNavigator software. To configure
and set up the parameters of the web browser service, see Configuring Cleo VersaLex web browser service on page
705.

To run the Cleo Harmony or Cleo VLTrader application from a web browser while not running through a Cleo
VLProxy connection, you must enter the proper URL in the browser:

http (s) ://VersalLexComputerIP: http (s)Port/VersalLexResourcePath

To run VersaLex from a web browser while running through a VLProxy connection, the VersalLex serial number must
be supplied as a parameter:

http(s) ://VLProxyComputerIP: http (s)Port/VersalLexResourcePath?serial=LX7589-
YU2693
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or concatenated to the resource, preceded by a dash:
http(s) ://VLProxyComputerIP: http (s)Port/VersalLexResourcePath-LX7589-YU2693

In addition, you can use a number of optional URL parameters to associate external IDs with new or existing
VersaLex host/mailbox aliases, limit the contents of the UI, and provide user authentication:

Type Parameter Description Values

a hostID= ID value for new or existing ~ Up to 255 characters, unique across all hosts
VLT host

a mailboxID= ID value for new or existing ~ Up to 255 characters, unique across all mailboxes
VLT mailbox

a type= If host or mailbox does not yet ILexiCom.listHostTypes ()
exist, comma-separated list of [].getName ()

types of host to use

a alias= If host or mailbox does not yet Up to 50 characters, backslash character not
exist, suggested value for new allowed
alias
b readonly= Comma-separated list of Host — host cannot be created or modified
components that should be
readonly
b view= Comma-separated list of VLT N enubar
UI components to show
Toolbar
Tree
Content
Messages
Statusbar
b toolbar= Comma-separated list of VLT Log
toolbar buttons to show
Options
Scheduler
Router
Certificates
Transfers
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Type Parameter Description Values
b no= Comma-separated list of Scheduler — scheduler tool not shown
miscellaneous features/
components to hide Router — router tool not shown
Boxes — inbox/outbox/sentbox/ receivedbox fields
not shown
Send+Receive — send+receive actions are not
shown
Collect — collect (and send+collect) actions not
shown
Release — release actions not shown
C auth= VLT Web UI ) Edit;passwordznxxxn
authentication. Edit/
view-only authentication or
request honored if hostID View-only;password="xxx"
or mailboxID URL
parameter also specified or or

if VLNavigator user groups
have not been established for
Versalex.

User;name="xxx";password="xxx"

abc uiparms= Encrypted URL-encoded
string containing any/all of the
above parameters. Parameters
can either appear directly in ~ Pre-encrypted example:

the URL or within the uiparms hOStIszl &type=FTP%2 FFTPs&
value.

URL-encoded string encrypted using
ILexiCom.encrypt ().

alias=ACME&view=Contenté&
no=Boxes%2CSend%2BReceive%2C
Collect%2CReleases&

auth=edit%$3Bpassword%$3D%22xxx%22

abc reset= If this is not the first entry True
into VersalLex and a previous
session already exists,
indicates to reset the session
using the parameters provided
above. This parameter cannot
be wrapped within the
uiparms= parameter value.

All parameter names and values are case insensitive except for ID, alias, and password values.

=] Note: If a host or mailboxID is passed, Cleo Harmony is being integrated with another application's web
UI and expects that application to display as a popup window. To distinguish hosts and mailboxes with ID
associations, the tree node icon of a host or mailbox with an ID association will have a gray box around
it. Host and mailbox IDs are stored in the host XML files and are retained on export/import of hosts.
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To run Cleo VLNavigator from a web browser, you must enter the proper URL in the browser:
http (s) ://VersalLexComputerIP:http (s) Port/VLNavigatorResourcePath

When Cleo VLNavigator logins are not in use (see Require Logins above), the web Ul supports two password-
protected modes:

view-only: user can not modify any configuration data nor active hosts

edit: fully-privileged user, like native UI user

The passwords are defined under the Harmony tab or VLTrader tab of the Web Browser Service.

While the web browser interface is active, you should not use the standard web browser refresh, back, and
forward buttons. To force refresh, use the refresh “lbutton in the upper right-hand corner of the web UI. Instead of
the back and forward buttons, navigate through the Cleo Harmony, , or windows as if you were using the native UI.

Do not attempt to have different tabs in the same browser session accessing multiple instances of the Cleo Harmony, ,
or application (or even the same instance in different tabs of the same browser session.) In this case, cached
information can cause you to be directed to the incorrect session.

Creating active host subfolders

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

If a large number of hosts are going to be activated, it is advantageous to create host subfolders for groups of active
hosts. Any structure of nested host subfolders — both depth and width — is allowed. This allows the tree pane as well
as other dialogs (for example Schedule, TCP/IP Port Usage, Transfer Report) to show groupings of the active hosts
rather than the entire, alphabetized list.

1. Click the Active tab in the tree pane.

2. Right-click the top Hosts folder or any host subfolder.

3. Click New Folder and rename the host subfolder to a meaningful name.

4. Click and drag any active hosts between host subfolders.

Searching for a host property value

Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

=5

1. Click the Active or Templates tab in the tree pane.
2. In the Search field, enter the property value you want to search for. Optionally, select Match case. Click Search.

B Note: Some right-click functions are not available while a Search is active.

3. Click Clear to remove the search results from the panel being viewed (Active or Template) and return to the
original tree.

Watching messages

The Messages pane scrolls runtime messages for all actions and local hosts. For a description of the message types,
see Messages Pane on page 14. The level of detailed messages shown in the messages pane can be configured. See
Logs on page 816. If two or more actions are running concurrently, their messages will be intertwined.

1. Select a running action or local host in the tree pane.

2. Select the Messages tab in the content pane.
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The Messages tab scrolls runtime messages for the selected action only. Other differences between the messages
pane and the Messages tab include:

» During a file transfer, the Messages tab will continually reflect the current byte count and transfer rate.
» The Messages tab has no limit on the total number of messages it can contain.
* The contents of the Messages tab is retained until the next time the action is run, even if LexiCom is restarted.

Previous messages can also be viewed through the system log file. See Viewing log files on page 579.

Determining status

Status can be reviewed a number of different ways:

The status bar will list which actions are running. Only one action within each activated host can be running at
any given time.

In the Tree pane, each host\mailbox\ action branch currently running is green.

Select the Hosts folder in the Tree pane. The Status column in the Content pane table will indicate whether an
action is running and the current command, and the file and byte count, when applicable.

Select a running action in the Tree pane. The lower portion of the Action tab in the Content pane panel will
indicate the current command, and the file and byte count, when applicable.

Controlling the program

This section provides information about various ways you can control your application.

Using the command line

You can use the command line to execute the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application and
generate email, log reports, or transfer reports

Running from the command line

You can run the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application from the command line (absent a GUI)
to do the following:

Import and export hosts, certificates, and configurations
Enable or disable one or more actions

Run one or more actions

Run as a service

Modify properties

Print current license and version information

Note:

* In Unix, the backward slash character (\) is a special escape character. To use the backward slash
character in a host\mailbox\action path as shown below, use two backward slashes (\ \) or more instead of
one. An alternative is to just use the forward slash (/) instead of the backward slash (\). If, however, the
actual host, mailbox, or action name has a forward slash in its name, use two forward slashes (/ /) in its
place.

* Host actions are available only within the Cleo VLTrader and Cleo Harmony applications and, therefore,
all references to hostaction should be ignored if you use the Cleo LexiCom application.

+ Since the special characters, <, >, @, /, and \, can be used to construct a host, mailbox, action, or
hostaction string, you should avoid using these characters in the actual name of any of these objects.
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+ Command line operations do cause extra system overhead. The system has to start up another JVM
(Java Virtual Machine) as well as another copy of the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom
application. So, this startup process will use additional disk, memory, and CPU resources to run each
command line. It might also use extra database resources depending on the command. The additional
database connections are only active while the command line process is active. You should consider use of
the API or web service to reduce the additional system overhead.

Using the command line

Run Harmony, VLTrader, or LexiCom from the command line.

Harmonyc [Import] [Enable] [Disable] [Run] [String]
VLTraderc [Import] [Enable] [Disable] [Run] [String]

LexiComc [Import] [Enable] [Disable] [Run] [String]

E Note: Be sure to run Harmonyc.exe, VLTraderc.exe, or LexiComc.exe in the Harmony,
VLTrader, or LexiCom home directory rather than Harmony.exe, VLTrader .exe, or
LexiCom.exe.

Command options
General options
-2
Show command line options.
-f "path"
Process command line options specified in a file.
-m
Show all messages; default is false.
-X
Show error messages only; default is false.
-1 "path"
Generate a log file; replaces existing log file.
-b
Export (back up) specified files and directories to a zip file.
Import options

Use the -1 option to import a host from a file. You can use the —e and -d options with the —i option to enable
and disable actions, respectively, after import.

-i "path"

Import host; replaces existing host. See Importing and activating a host on page 41.
-e "<action>mailbox@host"
-e "host\mailbox\action"

Enable action(s); * and ? are supported. See Enabling or disabling actions on page 41.
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-d "action>mailbox@host"
-d "host\mailbox\action"
Disable action(s); * and ? are supported. See Enabling or disabling actions on page 41.
Export options

Use the -b command to export (back up) specified files and directories to a .zip file.
-b [-f "xmlFileFilter path"] -d "zip file path" -pp "passphrase"

-b
Export (back up) specified files and directories to a .zip file.
-f
Specifies the XML file filter on which to export. If unspecified, the entire configuration will be exported.
-d "zip file path"
Specifies the name of the .zip file that contains the backed-up files. If the file already exists, this action will
replace the existing .zip file.
~PP
Passphrase used during export.
Run options

Use the —r option to run an action. You can use the —c and -t options with the —r option to replace existing
commands and modify properties, respectively.

-r "<action>mailbox@host"
-r "host\mailbox\action"
Runs one or more actions; * and 2 are supported. See Run actions on page 42.
-c "command"
Replaces existing commands. You can use the -c option mutliple times.
-t "<Host><tag>value"
-t "<Mailbox><tag>value"
-t "<Action><tag>value"

Modifies a property value. Specifies a host-, mailbox- or action-level property modification, the name of the
property (tag) and the new value of the property. You can use the -t option mutliple times. See Supplying new
property values while running actions on page 43

Modify options
Use the —p option to specify a host, mailbox, or action you want to modify without running an actions and use the

-t option to specify the property within that host, mailbox or action you want to change and its new value. You
can specify more than one -t option for each —p option.

For examples of how to use —p and -t together, see Supplying new property values without running actions on
page 43.

-p "<action>mailbox@host"
-p "host\mailbox\action"
-p "host/mailbox/action"
Specifies an action in a mailbox and host for which you want to modify properties.
-p "host\service"

Specifies a host and service for you which you want to modify properties.
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-p "<hostaction>@host"
-p "host\\hostaction"
-p "host//hostaction"
Specifies a hostaction and host for which you want to modify properties.
-p "standalone action"
Specifies a standalone action for which you want to modify properties.
-t "<Host><tag>value"
-t "<Mailbox><tag>value"
-t "<Action><tag>value"

Specifies a host-, mailbox-, or action-level property modification, the name of the property (tag) and the new
value of the property.

String options
-s "service"

Runs the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application as a service. See Running as a service
on page 43.

-s “remote, target”

Runs the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application remotely. See Running as a service on
page 43.

-s "license"

Displays license information. See Printing license information on page 44.
-s "version"

Displays version information. See Printing version information on page 45.
-s "service,stop"

Waits for ongoing transfers to complete and then stops the service.
-s "service,kill"

Stops the service immediately without waiting for ongoing transfers to complete.
-s "scheduler,start"

Starts the scheduler.
-s "scheduler,stop"

Stops the scheduler.
-s "router,start"

Starts the router.
-s "router,stop"

Stops the router.
-s "transfers"

Generates a transfer report. See Transfers on page 818.
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Printing command line options

Print a list of command line options.

Harmonyc -2
VLTraderc -7

LexiComc -7

Printing messages

Print all messages ( —m) while processing command line.

Harmonyc -m
VLTraderc -m

LexiComc -m
Print only error messages (-x) while processing command line

Harmonyc -Xx
VLTraderc -x

LexiComc -x

You can use either of these options with -i, —e, -d, —r, or —s.

You can increase your screen buffer width to ~160 characters to avoid message line wrapping.

Generating a log file

Generate a log file ( -1) while processing a command line.

Harmonyc -1 “path”
VLTraderc -1 “path”

LexiComc -1 “path”

You can use this option with -1, —e, -d, -r, or —s.
If the log file already exists, it is overwritten.

The system log file is not affected by this option.
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Importing and activating a host

Import and activate a host ( -1)

Harmonyc —-i “path”
VLTraderc —-i “path”

LexiComc -1 “path”

path must point to a valid . zip file. The . zip should be structured to match the directory structure of Cleo
Harmony, Cleo VLTrader, or Cleo LexiCom. If it is a just file in a . zip, it is placed in the appropriate home

directory.

If the active host alias already exists, it is overwritten.

You can use the -1 option to import patch files (usually in conjunction with —m):
Harmonyc -i “path to patch file/0.1.zip”

The -r option can follow this option to run a newly imported host.

Enabling or disabling actions

Enable ( -e) one or more actions.

Harmonyc -e “<action>mailboxQ@host”
Harmonyc —e “host\mailbox\action”
VLTraderc —-e “<action>mailbox@host”
VLTraderc -e “host\mailbox\action”
LexiComc -e “<action>mailboxQ@host”

LexiComc —-e “host\mailbox\action”
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Disable ( -d) one or more actions

Harmonyc -d “<action>mailbox@host”
Harmonyc —-d “host\mailbox\action”
VLTraderc -d “<action>mailbox@host”
VLTraderc -d “host\mailbox\action”
LexiComc -d “<action>mailbox@host”

LexiComc —-d “host\mailbox\action”

You can specify either action path format. You can use * and ? to wildcard the path and possibly match more than
one action. You can use / instead of a \.

You can specify a partial path (for example, “host” or “host\mailbox” or “mailbox@host”) to enable or
disable ALL actions within the path. * and ? can also be used to wildcard the partial path.

Run actions

Run one or more actions ( -r).

Harmonyc —-r “<action> mailboxQ@host”
Harmonyc -r “host\mailbox\action”
VLTraderc -r “<action> mailboxQ@host”
VLTraderc -r “host\mailbox\action”
LexiComc -r “<action> mailboxQ@host”

LexiComc -r “host\mailbox\action”
You can specify either action path format. You can use * and ? to wildcard the path and possibly match more than
one action. You can use / instead of a \.

You can specify a partial path (for example, “host” or “host\mailbox” or “mailbox@host”) to run ALL
actions within the path. * and ? can also be used to wildcard the partial path.

If more than one action is matched, the actions are run sequentially one-by-one.

See sample.bat in the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom home directory for an example.

Using your Cleo Harmony program



Cleo Harmony | 43

Supplying new property values while running actions

Supply new property values while running one or more actions ( —r with -t/ —n).

Harmonyc -r “<action>mailbox@host” -t “<Action><Commands>PUT -n
“GET ...”
VLTraderc -r “<action>mailbox@host” -t “<Action><Commands>PUT ...” -n
“GET ...”
LexiComc -r “<action>mailbox@host” -t “<Action><Commands>PUT ...” -n
“GET ...”

The -t option specifies a host-, mailbox- or action-level property modification, the name of the property (tag) and the
new value of the property. The property names correspond to the tagged values in the host XML file. See XML file
formats on page 893 for information about the layout of a host XML file.

You can use the -t option mutliple times.

To specify a multi-line value, use —t to specify the first line, and then immediately following specify each remaining
line with —n values.

More than one -t value (followed by —n values) can be specified to update multiple properties.

If more than one action is being run, the tagged values are applied to each action as it is run.

Supplying new property values without running actions

Supply new property values without running any actions (-p with -t/ -n).

Harmonyc -p “<action>mailbox@host” -t “<Action><Commands>PUT v =m
“GET ...”
VLTraderc -p “<action>mailbox@host” -t “<Action><Commands>PUT ...” -n
“GET ...”
LexiComc -p “<action>mailbox@host” -t “<Action><Commands>PUT 7 =m

“GET ...”

The -t option specifies a host-, mailbox- or action-level property modification, the name of the property (tag) and the
new value of the property. The property names correspond to the tagged values in the host XML file. See XML file
formats on page 893 for information about the layout of a host XML file.

You can use the -t option mutliple times.

To specify a multi-line value, use —t to specify the first line, and then immediately following specify each remaining
line with —n values.

More than one -t value (followed by —n values) can be specified to update multiple properties.

Running as a service

Run the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application as a service ( —s):

Harmonyc —-s “service”
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Running the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application as a service is identical to how they run
when installed as a Windows service. Installing and running as a service has the following advantages:

» The service can run continuously. A user does not have to be logged into the computer to start the
application. This is important for users wanting to schedule actions to run automatically. This is even more
important for users who must have a local host always running listening for incoming messages.

* The GUI can still be started while the application is running as a service. When the GUI is exited, the service
continues to run.

* Command line can also be used while the application is running as a service.

Running remotely

Run the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application remotely ( —s):

Harmonyc -s “remote, target”

VLTraderc -s “remote, target”

LexiComc -s “remote, target”

This option can be used with —e, —d, or —r. The action paths specified with these options must exist within Cleo
Harmony, Cleo VLTrader, or Cleo LexiCom on the target computer.

The target can be specified as a computer name or IP address. The Cleo Harmony, Cleo VLTrader, or Cleo LexiCom
application must be installed and/or running as a service ( —s “service”) on the target server for the remote
command to be accepted.

The -1 option can be used to generate a local log file.

This option only requires a license on the target computer.

Printing license information

Print current license information ( -s):

Harmonyc -s “license”

VLTraderc -s “license”

LexiComc -s “license”

This will generate output similar to the following:

License Key = eb] |-y{8R-LyLo-GGjd-M{42-GkE4-QI7B-mgL"
License Owner = Cleo Communications
Serial Number = LX9012
Host ID = L0O6354
Key Expires = 2003/01/08 (evaluation)
Max # of Hosts = Unlimited
Max # of Mailboxes per Host = 5
Translator Integration = Yes
AS2 = Yes
FTP = Yes
FTP/S = Yes
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HTTP
HTTP/S
API

Printing version information

= Yes
Yes
= Yes

Print current version information ( —s).

Harmonyc -s

VLTraderc -s

LexiComc -s

“version”

“version”

“version”

This will generate output similar to the following:

Version = 2.0.
07:
16:
09:
09:
16:
16:
16:
16:
09:

2002/05/08
2002/04/29
2002/05/09
2002/05/09
2002/05/06
2002/04/26
2002/05/06
2002/05/06
2002/05/08

03
48
31
48
48
57
37
57
57
53

128
122
:54
:58
126
:54
:30
: 20
: 38

CDT
CDT
CDT
CDT
CDT
CDT
CDT
CDT
CDT

as2bean.jar
dcebmxhttpsbean.jar
ftp.jar

ftps.jar
httpbean.jar
HTTPClient.jar
httpsbean.jar
lexbean.jar
LexiCom.jar

Processing command line options from a file

Process command line options specified in a file ( -f) .

Harmonyc —-f “path”

V3LTraderc —-f “path”

LexiComc —-f “path”

And an example file:

-1 log.xml

-i "hosts\preconfigured\ABC VAN.xml"
-r "ABC VAN\myMailbox\send+receive"

-t "<Host><Inbox>G:\edi\in\"

-t "<Host><Outbox>G:\edi\out\"

-c "CONNECT user=test, *pswd=test"

.\ receiver=EDI, type=X12"

-c "PUT -DEL

-c "GET -DIR -CON -UNI

N\ [type]=x12"

The contents the file can contain any of the other command line options besides —£. Within the file, arguments can be
separated by spaces and/or exist on separate lines.

Using your Cleo Harmony program



46 | User Guide

Importing files

Import a file originally exported from the Cleo Harmony, Cleo VLTrader, or Cleo LexiCom application:
Versalexc -i VersalexConfig.zip -pp cleocleo -cp keypswdl -cp keypswd2 -m

where:
-i VersalexConfig.zip
Import the file, VersalexConfig.zip.
-pp cleocleo
Specifies that cleocleo is the passphrase used when the data was exported.
-cp cleo -cp keypswdl -cp keypswd2

Provides certificate private key passwords the system attempts to use in rotation until one matches.

Generating an operator audit trail report from the command line

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

You can use VLTraderc or Harmonyc from the command line to generate an Operator Audit Trail report that is
either:

e Stored in an HTML file
e Stored in a CSV file
* E-mailed to a list of users

You can use operating system features to schedule a report to be automatically generated at a certain time.

Harmonyc —-s OpAudit [-f xmlFilterFile] [-d destination] [-t title]

VLTraderc -s OpAudit [-f xmlFilterFile] [-d destination] [-t title]

-s OpAudit
Generates an Operator Audit Trail report.
-f xmlFilterFile
Uses the file, xmlFilterFile, to set the Operator Audit Trail Filter settings. You can save a filter using Save As

in the Operator Audit Trail Filter dialog box. See Operator Audit Trail on page 859. If the —f option is not
present on the command line, only the current days operator audit trail events will be in the report.

-d destination
Outputs the Operator Audit Trail report to the destination (HTML file, CVS file, or email addresses) you specify.
Specifies an HTML file, CVS file, or email as the destination for the Operator Audit Trail report. If the filename
has a . csv extension, the file is output as a comma-separated values (CSV) formatted file. If the destination
contains an @ symbol, it is assumed to be an email address. If you want to specify a list of email addresses, use
commas to separate them. If the —d option is not present, the results will be displayed in CSV format to the
console.

-t title

Appends title to the HTML report title and the email subject if applicable. If the title contains whitespace, enclose
it within double-quotes, for example:

"title with whitespace"
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Generating a log report from the command line

LexLogc or VLLogc can be used from the command line to generate a report that is either stored in an HTML file,
or e-mailed to a list of users.

Use this feature to schedule a report to be automatically generated at a certain time.

LexLogc [-?] [-f xmlFilterFile] [-d destination] [-t title]
VLLogc [-?] [-f xmlFilterFile] [-d destination] [-t title]
-2

Displays the command line options
-f xmlFilterFile

Uses the file specified by xmlFilterFile to set the Log Report Filter settings. You can save a filter using Save
As... in the View the Log File dialog box. If the — f option is not present on the command line, only the current
day's log is included in the report.

-d destination

Outputs the log report (in an HTML format) to the destination (a file or list of email addresses) you specify. You
can specify a list of comma-separated email addresses. If the destination value you specify contains an @ symbol,
the parameter is assumed to be an e-mail address. If the —d option is not present, the results are printed to the
console.

-t title

Appends fitle to the HTML report title and the email subject if applicable. If the fitle contains whitespace, enclose
it within double-quotes, for example:

"title with whitespace"

Generating email from the command line

Use the LexMailc or VLMailc command to generate email from the command line.

LexMailc [-?] —-a addresses -r sender [-e emaililserver]
[-u username] [-p password] [-s subject]
[-m txtmsg|-t textfile|-f attachments

VLMailc [-?] -a addresses -r sender [-e emaililserver)
[-u username] [-p password] [-s subject]
[-m txtmsg|-t textfile|-f attachments

-2
Displays the command line options
-a addresses
Required. Comma-separated list of email recipients.
-r sender
Required. Email address of the sender.
-e emailserver

Optional. SMTP email server to use for sending the message.
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-u username

Optional. SMTP email server authentication username.
-p password

Optional. SMTP email server authentication password.
-s subject

Optional. Subject of the message.

Although the following options are not required, you must specify at least one:

-m textmsg

Free-form text to include in the body of the message.
-t textfile

Path of the file containing text to include in the body of the message.
-f attachments

Comma-separated list of paths to files to be attached to the message.

Generating a transfer report from command line

E Note: This section applies to Cleo Harmony and Cleo VLTrader only.

Use the VLStatc from the command line to generate a transfer report that is either stored in an HTML file or e-
mailed to a list of users.

This feature allows a user to schedule a report to be automatically generated at a certain time.
VLStatc [-f xmlFilterFile] [-d destination] [-t title]

-2
Displays the command line options
-f xmlFilterFile

Uses the file specified by "xmlFilterFile" to set the Transfer Report Filter settings. You can save a filter using
Save As... in the Transfer Status Filter dialog box. Ifthe —f option is not present on the command line, only
the current day's transfers will be in the report.

-d destination

Outputs the transfer report (in an HTML format) to the destination (a file or list of email addresses). If the
destination contains an @ symbol, it is assumed to be an e-mail address. If you specify multiple email addresses,
use commas to separate them. If the —d option is not present, the results are displayed in the product UI.

-t title

Appends fitle to the HTML report title and the email subject, if applicable. If the title contains whitespace,
enclose it within double-quotes, for example:

"title with whitespace"

Using Autorun

As an alternative to remotely running Cleo LexiCom commands using the command line -s “remote, server”
option, the autorun feature can be used to automatically process command files when they appear in a specific
directory. Autorun commands are identical to the options available when executing Cleo LexiCom from the command
line except for —m, —e, and —s. See Running from the command line on page 36. In fact, the syntax of the

command file matches the syntax of the —f path command line option. This feature is different from just executing
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Cleo LexiCom with command line options because the Cleo LexiCom commands can be generated from a different
computer than one on which the Cleo LexiCom software is actually running.

The autorun feature does not need to be specifically enabled. As long as the Cleo LexiCom software is running (either
the GUl or —s service), the feature is on. You can modify the default autorun\ directory. See Other system
options on page 655. No special naming convention is required for the command files. A command file is deleted
when Cleo LexiCom finishes processing the commands. Only one command file is processed at a time.

Auto starting the VersalLex daemon in UNIX environments

(T Warning: The following procedures have been tested with specific distributions of Solaris, Linux, and AIX;
consult your system documentation to ensure that these steps are correct before starting. Review the run levels
(rc#.d) and sequence numbers (S# and K#) given for appropriate values. Only the system administrator should
perform these changes.

Note: This section applies to Cleo Harmony and Cleo VLTrader only.

Qi

E Note: This section contains numerous command line examples referring to Versalex, VersaLexc, and
VersalLexd. Please substitute VersaLex with your specific product name (either VLTrader, or Harmony).
For example, VersalLexd in practice becomes either VLTraderd, or Harmonyd.
E Note: Prior to starting VersaLex as a UNIX daemon, you can verify that VersaLex is operational using the

following command from the directory where Versalex is installed:

./ Versalex c -s "service" -m

Starting as a daemon on Solaris

1. Log in as root.
2. Change to the directory where Cleo Harmony is installed.

3. Verify that the HRMHOME or VLTHOME variable in the VersaLexd script points to the directory where Cleo
Harmony is installed.

4. Copy the VersaLexd script to the startup/shutdown scripts directory:

cp Versalex d /etc/init.d/
5. Create a symbolic link to start the Cleo Harmony application:

In -s /etc/init.d/Versalexd /etc/rc3.d/S98Versalexd
6. Create a symbolic link to stop the Cleo Harmony application:

ln -s /etc/init.d/Versalexd /etc/rc2.d/K98Versalexd

7. Log out and reboot your system.

8. After you reboot, display the Cleo Harmony GUI. Change to the directory where Cleo Harmony is installed and
run:

./Versalex

Starting as a daemon on HP-UX
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1. Log in as root.
2. Change to the directory where Cleo Harmony is installed.

3. Verify that the LEXHOME or VLTHOME variable in the VersaLexd script points to the directory where Cleo
Harmony is installed.

4. Copy the VersaLexd script to the startup/shutdown scripts directory:

cp Versalexd /sbin/init.d/
5. Create a symbolic link to start the Cleo Harmony application:

In -s /sbin/init.d/Versalexd /sbin/rc3.d/S98Versalexd
6. Create a symbolic link to stop the Cleo Harmony application:

ln -s /sbin/init.d/Versalexd /sbin/rc2.d/K98Versalexd

7. Log out and reboot your system.

8. After you reboot, display the Cleo Harmony GUI. Change to the Cleo Harmony installed directory and run:

./Versalex

Running as a daemon on Linux

1. Log in as root.
2. Change to the Cleo Harmony installed directory.

3. Verify the LEXHOME or VLTHOME variable in the VersaLexd script points to the Cleo Harmony installed
directory.

4. Copy the VersalLexd script to the startup/shutdown scripts directory:

cp Versalexd /etc/rc.d/init.d/
5. Create a symbolic link to start the Cleo Harmony application.

In -s /etc/rc.d/init.d/Versalexd /etc/rc.d/rc5.d/S98Versalexd
6. Create a symbolic link to stop the Cleo Harmony application:

In -s /etc/rc.d/init.d/Versalexd /etc/rc.d/rcd.d/K98Versalexd

7. Log out and reboot your system.

8. After you reboot, display the Cleo Harmony GUI. Change to the directory where Cleo Harmony is installed:
./Versalex
Starting as a daemon on systemd

1. Log in as root.
2. Change to the Cleo Harmony installed directory.

3. Create aunit file in /etc/systemd/system/Versalexd. service with the following content.

[Unit]
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Description=Start Versalex daemon

[Service]

Type=oneshot
ExecStart=/versalex/versalexd start
ExecStop=/versalex/versalexd stop
RemainAfterExit=yes

[Install]
WantedBy=multi-user.target

4. Run systemctl enable Versalexd.service

5. Verity the HRMHOME or VLTHOME variable in the VersaLexd script points to the Cleo Harmony installed
directory.

6. Log out and reboot your system.
7. Verify Cleo Harmony is active.

Starting as a daemon on System V

1. Login as root.
2. Change to the Cleo Harmony installed directory.

3. Verify the HRMHOME or VLTHOME variable in the VersaLexd script points to the Cleo Harmony installed
directory.

4. Copy the VersaLexd script to the startup/shutdown scripts directory:

cp Versalexd /etc/rc.d/init.d/

5. Create a symbolic link to start the Cleo Harmony application.

ln -s /etc/rc.d/init.d/Versalexd /etc/rc.d/rc5.d/S98Versalexd

6. Create a symbolic link to stop the Cleo Harmony application:

In -s /etc/rc.d/init.d/Versalexd /etc/rc.d/rc4.d/K98Versalexd

7. Log out and reboot your system.
Entropy and Linux systems

Java uses random numbers when encrypting data. In Linux, they are pulled from /dev/random, which is populated
by interactions with the computer (mouse movement, keyboard presses, etc). With a Linux headless system (no
interactive UI), these interactions rarely happen, which means it is more likely the Cleo Java processes will use up all
the random numbers in /dev/random. In this case, calls to get a random number are blocked until there are more
random numbers available and the overall effect is that the Linux machine will run slowly.

The rngd utility uses /dev/urandom to help seed /dev/random and keep it populated even when using many
random numbers.

To check available entropy, use the following command:

cat /proc/sys/kernel/random/entropy avail

RedHat 6/CentOS 6
Use rngd to create entropy for RedHat 6/CentOS 6 systems:
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Install rngd if not already present
yum -y install rng-tools
Run the following command and edit the file as shown:

nano /etc/sysconfig/rngd
#include the following statement to feed urandom from random every 5
seconds
EXTRAOPTIONS="-r /dev/urandom -o /dev/random -t 5"
service rngd

start chkconfig rngd on

RedHat 7/CentOS 7
Use rngd to create entropy for RedHat 7/CentOS 7 systems. Install rngd if not already present.

yum -y install rng-tools

Run the following command to create service file:
systemctl start rngd

Run the following command and edit the file as shown:

nano /usr/lib/systemd/system/rngd.service

#add the following statement
ExecStart=/sbin/rngd -f -r /dev/urandom

systemctl daemon-reload

systemctl start rngd
systemctl status rngd

Ubuntu Linux

Use rngd to create entropy for Ubuntu Linux systems. Install rngd-tools if not already present.
sudo apt-get install rng-tools
Run the following command and edit the file as shown:

sudo nano /etc/default/rng-tools
#add the following statement
HRNGDEVICE=/dev/urandom

sudo /etc/init.d/rng-tools restart

Starting as a daemon on AlX

1. Login as root.
2. Change to the Cleo Harmony installed directory.
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3. Verify the HRMHOME or VLTHOME variable in the VersaLexd script points to the Cleo Harmony installed
directory.

4. Copy the VersaLexd script to the etc directory:

cp Versalexd /etc/

5. Create or edit the /etc/rc. local file, adding the line.

/etc/Versalexd start

6. Ifthe /etc/rc.local file did not previously exist, make rc.local executable and create the inittab
entry:

chmod +x /etc/rc.local
mkitab "rclocal:2:wait:/etc/rc.local >/dev/console 2>&1"

7. Create or edit the /etc/rc.shutdown file, adding the line:

/etc/Versalexd stop

8. Ifthe /etc/rc.shutdown file did not previously exist, make rc. shutdown executable:

chmod +x /etc/rc.shutdown

9. Log out.
10. After rebooting, to display the Cleo Harmony GUI, change to the Cleo Harmony installed directory and:

./Versalex

Using a Custom Splash Screen

E Note: This applies to Cleo Harmony, Cleo VLTrader systems only.

* You can place a custom GUI splash screen in the conf/images directory in the Cleo Harmony home
directory. The filename must start with splash. (the word splash followed by a period). Supported formats
include JPEG, GIF, and PNG. The image can be no larger than 525X340 pixels and no smaller than 250X100
pixels.

* You can place a custom Cleo VLPortal splash screen in the webserver/VAADIN/cleo/images/custom
directory. The filename must start with splash. (the word splash followed by a period). Supported formats
include JPEG, GIF, and PNG. The image can be no larger than 525X340 pixels and no smaller than 250X100
pixels.

System Configuration

This section contains information about configuring your Cleo Harmony, Cleo VLTrader, or Cleo LexiCom
application.

Monitoring source deletion

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.
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When transfer logging is enabled (see Transfers on page 818), the source deletion monitoring feature is

active. While this feature is active, any files that fail to be deleted as part of a PUT -DEL command in an action are
added to a monitoring list. Once monitored, they have a status of Delete Error in the transfer report. In addition,
these files are skipped if an action attempts to resend them. Finally, an hourly cleanup task attempts to remove these
files. Once a file is successfully removed, or if it is deleted manually, its status is set to Delete Resolved anditis
removed from the monitoring list.

If a source deletion error occurs for an action being run by the scheduler and transfer logging is disabled, the action
is disabled by the scheduler. To resolve this problem, manually delete the file and restart the schedule. To avoid
disabling actions in the future, enable transfer logging and restart the schedule.

Configuring password policies

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

You can define a Password Policy that enforces password security requirements for any or all Local User mailboxes.
To enforce a global password policy, go to System Options > Other tab in the native Ul or Administration >
System > Other in the web UI, and then select the Enforce Password Policy check box in the Property/Value list.
This allows you to enable, disable, or override password policies for a particular local user host (FTP, HTTP, and SSH
FTP) or Users host so that all underlying mailboxes operate with separate security restrictions.

To configure the password policy, after selecting the Enforce Password Policy check box, click Configure to display
the Password Policy dialog box. Set values as required and click OK.

The default Password Policy settings are:

*  Minimum Password Length enforces the minimum number of characters a password must contain. (The length
can range from 1-16 characters)

» Password Cannot Contain User Name enforces that the user name (that is, the mailbox alias) cannot be part of
the password specified in upper, lower, or mixed case.

* Require Mixed Case enforces the minimum number of upper and lowercase characters that a password must
contain.

* Require Numeric Characters enforces the minimum number of numeric characters a password must contain
(digits 0-9).

* Require Special Characters enforces the minimum number of special characters a password must contain (for
example @$&"&* ).

* Prevent Password Repetition requires that a different password be used until the Number of Passwords Before
Repeats Allowed value has been exceeded.

*  When the Enable Password Expiration setting is selected, user passwords will expire after the specified number
of days. The commonly used number of days is included in the drop-down list; however, a valid custom value can
be entered instead.

*  When the Require password reset before first use setting is selected, the user is required to update their
password before being able to fully log in if a new mailbox is created under the host or the user's password is
changed from the administrator console. There are provisions through FTP, interactive SFTP, and Portal to allow
the password to be updated. This setting only applies to native users.

» If Lock out user is enabled, a user who fails to enter the correct password after failed logon attempts times
within the specified number of seconds is locked out of the mailbox for the specified number of minutes. If the
minutes are not specified (that is, the field is left blank), the user is locked out until the user’s mailbox is unlocked
manually by the Cleo VLTrader or Cleo Harmony user. Refer to the specific local user mailbox (FTP, HTTP, and
SSH FTP) for further information.

= Note: All configured security settings except Enable Password Expiration and Lock out user are enforced
at the time the user changes their password.
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Setting up a GEGXS IBC dial-up connection (Windows users only)
In order to use GEGXS IBC dial-up connections, the GEGXS IBC dialer program must be installed.

The GEGXS IBC dialer provides a connection to the GEIO global dial-PPP network; therefore, the dialer can only
be used to connect to GE hubs — GE Tradanet, GE EDI*Express, and GE ICS. In fact, the dialer must to be used to
connect to these sites, as they cannot (as of yet) be accessed via the Internet.

After the IBC dialer is installed, you need to update its properties.

1. Select Configure > GEGXS IBC Dial-Up > Properties in the menu bar.

2. At a minimum, select one phone number and a modem, if necessary, and click OK.

3. Next, test to see if you can get a connection. Select Configure > GEGXS IBC Dial-Up > Connect in the menu
bar.

4. Enter the username and password for one of your GEGXS IBC dialer accounts, click Save password if necessary,
and click Connect. The connection status area echoes the connection steps, and on failure, indicates the reason for
the error. If needed, try different phone numbers within your area code. On success, the dialog disappears and a
GEGXS icon appears in the system tray.

5. Select Configure > GEGXS IBC Dial-Up > Disconnect in the menu bar.

6. If you will only be using one GEGXS IBC dialer account, configuration is complete because each GE host is
pre-configured to automatically use GEGXS IBC dial-up. If you will be accessing more than one GE host using
different GEGXS IBC dialer accounts, then one-by-one for each GE host:

a) Select the GE host in the tree pane.

b) b. Select the General tab in the content pane panel.

c¢) c. The Connection Type should already be GEGXS IBC Dial-Up Connection.

d) d. Enter the username and password for the GEGXS IBC account specific to this site.

If once you get a connection, your commands “hang” or drop-off unrepentantly, try different phone numbers
within your area code.

Setting up a dial-up connection (Windows users only)

E Note: In order to use dial-up connections, the Cleo LexiCom dialer program must be installed.

1. Ifall of your active hosts will be dial-up, change the Default Connection Type to Dial-Up Connection - see
Specifying default host directories on page 628.

2. Ifall of your dial-up hosts will be using the same phonebook entry, set the Default Phonebook Entry. See
Specifying default host directories on page 628 .

3. If only a portion of your active hosts will be dial-up or different phonebook entries will be used for your different
dial-up hosts, then one-by-one for each dial-up host:
a) Select the dial-up Aost in the tree pane.
b) Select the General tab in the content pane panel.

¢) Change the Connection Type to Dial-Up Connection if the System Default is Direct Internet Access or
VPN.

d) Enter the Phonebook Entry if the System Default is not the desired entry. Click Select to have the Cleo
Harmony application display a selection list.

4. Select the desired phonebook entry and click OK.
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5. If an appropriate phonebook entry does not exist, it must be added outside of the Cleo Harmony application using
the dial-up networking options within Windows. For information on how to configure phonebooks and phonebook
entries, etc., contact your ISP or see www.microsoft.com.

6. Click Apply.

Setting up a LexiCom dial-up connection (Windows users only)
In order to use Cleo LexiCom dial-up connections, the Cleo LexiCom dialer program must be installed.

If all of your active hosts will be dial-up, change the Default Connection Type to LexiCom Dial-Up Connection —
see Specifying default host directories on page 628.

If all of your dial-up hosts will be using the same phonebook entry, set the Default Phonebook Entry — see Specifying
default host directories on page 628.

If only a portion of your active hosts will be Cleo LexiCom dial-up or different phonebook entries will be used for
your different Cleo LexiCom dial-up hosts, then one-by-one for each LexiCom dial-up host:

1. Select the dial-up kost in the tree pane.
2. Select the General tab in the content pane panel.

3. Change the Connection Type to LexiCom Dial-Up Connection if the System Default is Direct Internet Access
or VPN.

4. Enter the Phonebook Entry if the System Default is not the desired entry. Click Select to have Cleo LexiCom
display a selection list.
5. Select the desired phonebook entry and click OK.

If an appropriate phonebook entry does not exist, it must be added outside of Cleo LexiCom using the dial-up
networking options within Windows. For information on how to configure phonebooks and phonebook entries,
etc., contact your ISP or please see www.microsoft.com.

6. Click Apply.

Configuring email or execute based on results

You can configure the Cleo Harmony application to generate an email based on the results of an action or a host
action:

» on any type of failure and/or

» on each successful send of a file and/or

» on each successful receive of a file and/or

» on each successful copy of a file using LCOPY or

» on overall conditions being met for a CHECK command ( and Cleo Harmony applications only) or
» on overall conditions not being met for a CHECK command (VLTrader and Harmony only).

Similarly, you can also configure the Cleo Harmony application to execute a program, script, or operating system
command based on the results of an action or a host action. The syntax and rules for execute-on commands are the
same as those for the SYSTEM commands (see Using operating system commands in actions on page 91), with
the following differences:

* The word SYSTEM is not used within the execute-on string.
*  When using macro variables, the Execute-0n context is used rather than the SYSTEM command context.

Below are some Execute-on command examples:
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Operating System Cleo Harmony Execute-On command

Windows command.com /c copy X Yy

Windows cmd.exe /c copy X y

Windows [SuccessCodes=0-1,255] cmd.exe /c copy
Xy

Unix cp X ¥y

Additionally, selected action commands can also be used in Execute-On fields. PUT and GET action commands are
not available for use in Execute-On. Directory listings (LS and DIR commands) are not available for use in Execute-
On for FTP protocols. To specify an action command in an Execute-On setting, the command must be preceded with
the ‘$’ character. The additional character is to differentiate an action command script from an existing operating
system command with the same name. The Wait for Execute On Advanced option is ignored when a SCRIPT
command is executed. See SCRIPT Command. Execute-On will always wait for the JavaScript to complete. If
needed, new threads may be created within JavaScript which would allow the executed script to return while further
processing continues in the new thread. This logic also applies to any other action commands allowed in Execute-
On. For instance, to use the local action command LCOPY (instead of the operating system copy command) use the
following syntax in the Execute-On field:

SLCOPY x y

A list of multiple commands which may be either all operating system commands or the supported action commands
may also be specified. The commands must be separated by either '&' or '&&’ characters. When '&' is used all
commands will execute sequentially regardless of the status of the previous command. For example, two LCOPY
commands in the Execute-On field could be specified as:

SLCOPY x y & LCOPY a b

where the second LCOPY executes regardless of the status of the first LCOPY. When '&&' commands is used a
command will execute if the previous command does not result in an error. For example in:

SLCOPY x y && LCOPY a b
the second LCOPY will execute only if the first LCOPY does not result in an error. For operating system commands,

the ‘&’ and ‘&&’ operator functionality is dependent on the operating system or shell being used.

To set the email and execute properties for all hosts at the system level, refer to Advanced system options on page
668.

To set the email and execute properties for a specific host, see Setting advanced host properties on page 87.

B Note: A property value given at the host level overrides a system level value.

Generating files for an integration

The translator file generation assumes that the incoming file will be called recvfile.edi and the outgoing file will be
called sendfile.edi. If the input/output file names differ from these, the user must manually update the files generated.

Hosts should already be activated and set up prior to running the translator file generation.
If host, mailbox, or action alias names are changed, the user will have to re-generate the translator files.

Generating integration files deletes the last set of files generated.
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Translator Selection: Select Configure > Integration in the menu bar. (Note: If you are running with an AS/400
without translator integration, then the following panel will not be displayed. Proceed to Host Selection section
below).

Select the translator from the Translator pull-down. If it is not listed, then enter the name of the translator. (Note:
If a name is entered, then generic translator files will be generated).

If the Platform is not dimmed, select the platform for which you are generating script files.

. Enter the directory path of the translator selected. You may also use the ... button to browse to that directory.

Click Generate Translator Files... to begin the process of selecting hosts or actions for which you wish to
generate translator files.

If GXS Application Integrator is the translator chosen, a Hosts selection panel, is displayed. Reference the GXS
Application Integrator guide to proceed with this translator integration. For other translator integrations, continue
using the following steps with the Host Actions dialog box.

Select the actions for which you want to generate script files. (Note: All files will be re-generated. Files previously
generated and not selected will be deleted. For AS/400, another column will be shown where the user can name
the CL-file)

Enter the Script Location where the scripts should be generated. (Note: For certain translators, additional files are
generated into the Translator Location or one of its sub-directories).

Click Generate to begin generation of the translator files.

Most translators require additional steps to be able to use these files.

Activating TradeLink communications agent service

Note: This section applies to TradeLink users only.

SoftCare TradeLink ebusiness community management software and manages electronic business document
processes internally and among trading communities. TradeLink integrates with its various agent modules via the web
service (SOAP/HTTP) protocol and uses the Cleo Harmony web service for trading partner communications.

1.
2.

3.

5.

Select the Web Service service under the Local Listener /ocal host node in the active tree pane.

Click & Enabled.

Enter the TradeLink database driver string, connection string (that is, URL), and username/password. If you are
not sure of these values, contact the TradeLink system administrator.

Select Allow web access to logs\ directory if you require access to Cleo Harmony log files from within
TradeLink.

Select Apply. The TradeLink communications agent service is now active.

The Cleo Harmony application supports the TradeLink compressed content option. For outgoing content, nothing
needs to be configured. But for incoming content, the TradeLink.compression.file.size.threshold
system property, if present, is used to determine whether the incoming content should be compressed (the property
value is expressed in bytes). To set this property in the web UI, go to Administration > System > Bootstrap

or in the native U, go to Configure > Launcher (see Bootstrap configuration on page 654) and add -
DTradelLink.compression.file.size.threshold=.. tothe Windows Service Other settings (or
Command Line if Unix) and restarting the service (daemon).

Using macro variables

A macro variable is a string enclosed in a set of percent signs (e.g., %inbox%), used to indicate substitution of
other data. You can use macros for many reasons, including, for example, defining a unique file destination,
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indirectly referencing directory locations (for inboxes, outboxes, etc.), or passing information to an Execute On
Successful Send command.

Types of macro variables
Macro variables are classified in one of three ways:

* Reserved Macro Variables: Variables that are predefined within the Cleo Harmony product. See the table below.

* Custom Directory Macro Variables: Directory variables that are defined by the Cleo Harmony user. You use
directory macro variables to specify host directories. See Specifying default host directories on page 628.

» Custom Macro Variables Defined as System Properties: Variables that are defined as name=value pairs
using the Java —D Command Line parameters (see Bootstrap configuration on page 654 for further information)
or are specified in the conf/system.properties file. Note that Custom Macro Variables are resolved after
Reserved Macro and Custom Directory Macro Variables and therefore cannot be used to override those variables.

The following table outlines the macro variables (both reserved and custom) and the various contexts in which they
can be used.

Table 1: Macro Variables and their Contexts

Context
Source | Destination | SYSTEM | Default Default | Default |Windows/ | Custom | Execute- | Pre/Post | LCOPY | Accessible [Directories|Banner/
File Files Command Host Local Root Unix Variable On Command | Archive | through Only |Wel
Directory User [Directory| Folders API Message
Active

Macro Variable Directory
Yosystem% X X
Y%none% X X
%inbox% X X X X X X X X
%outbox% X X X X X X X X
%file% X X
%sourcefile% X X X
Yosrcfile% X X X X
Y%sourcefilebase% X X X X
Y%srcfilebase% X X X X
%sourcefileext% X X X X
Y%srcfileext% X X X X
Y%destfile% X X X
Y%destfilebase% X X X
Y%destfileext% X X X
%date% X X X X X X X X X
Y%time% X X X X X X X
%index% X X X X X X
%host% X X X X X X X X X
Y%mailbox% X X X X X X X X X
Yostatus%o X X
Y%crc% X X
%filesize% X X
Y%transferid% X X X
Y%filesin% X X
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Context
Source | Destination | SYSTEM | Default Default | Default | Windows/ | Custom | Execute- | Pre/Post | LCOPY | Accessible [Directories|Banner/
File Files Command Host Local Root Unix Variable On Command | Archive | through Only |Welcome
Directory User |[Directory| Folders API Message
Active
Macro Variable Directory
Y%filesout% X X
%ebms.timestamp.date%
Y%ebms.timestamp.time% X
Y%ebms.action% X
%ebms.service% X
%ebms.cpaid% X
%as2.to% X
%as2.from% X
Y%as2.subject% X
Yooftp.sfiddsn% X
%oftp.sfidorig% X
%oftp.sfiddest% X
Y%oftp.sfiddesc% X
%as3.to% X
Y%as3.from% X
%ebics.ordertype% X
%command% X X
custom directory variable X X X X X X X X X X X
system.properties X X X X X X X X X X X
variable

Note: Cells with a bolded, italicized, underscored X indicate the value might not be known. If the value is
not known, the macro name (for example, $sourcefile%) is simply passed through. Further, if a macro is
used that is not supported within a particular context (for example, referencing $crc% within a Destination
File context), it will simply be passed through as well.

(5

Using system.properties Variables

It is possible to add general variables to the conf/system.properties file and use them within the
contexts outlined in the table. To add a general variable to conf/system.properties, the syntax is:
varName=replacementText. For example, if conf/system.properties has the following:
myvar=hello, the usage would be $myvar$% in the desired location.

E Note:

1. Unlike other macro variables that are case-insensitive, system.properties macros are case-
sensitive.

2. After adding a macro to conf/system.properties, the service must be cycled before the macro can
be processed.

Context Definitions

Macro variables are valid in certain contexts. The following describes the various contexts in which macro variables
are valid. Not all macro variables are valid in all contexts.
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Source File

Applies to the "source" values of LCOPY, LDELETE, LREPLACE, PUT, and CHECK commands (Cleo Harmony
and Cleo VLTrader applications only). Macros are also supported for the HTTP "filename" parameter and the
"source" values of the GET commands for FTP and SFTP protocols only. Macros are not supported for the
"source" values of GET commands for other protocols or the DIR command.

Destination File

Applies to the "destination" values of LCOPY, PUT, GET, and CHECK commands (Cleo Harmony and Cleo
VLTrader applications only). It also applies to default file names, as specified under the host AS2 tab (see AS2
Host: AS2 Tab on page 146), the host AS4 tab (see AS4 Host: AS4 Tab on page 200), the host ebXML

tab (see ebXML Host: ebXML Tab on page 226), the host EBICS tab (see EBICS Host: EBICS Tab on page
460), and the Local HTTP Users HTTP tab (see Configuring access for HTTP host users on page 759). It

also applies to the file destination, as specified under the host OFTP tab (see OFTP Host: OFTP Tab on page
281). The Destination File context also applies to macros that can be included within HTTP parameter/

header values, as defined under the HTTP tabs for HTTP-based protocols (for example, AS2, ebXML). Also,
this context applies to the FileFormat parameter on EBICS GET command. See EBICS Command Reference
on page 476. The Destination File context macro variables may also be used within the Subject header of the
SMTP tab. Note that macros such as $sourcefile% and $transferid% really only make sense for the file
name—not the file path. However, macros such as $mailbox% could make sense as part of the path.

SYSTEM Command

Applies to the SYSTEM command that can be run within the host actions (see Using operating system commands
in actions on page 91).

Default Directories

Applies to the default inbox/outbox/sentbox/receivedbox, as specified under the host General tabs (for an
example, see FTP Configuration on page 93). The $host% macro variable is supported, but not $mailbox

Q

0.

In addition, the $date% macro is supported, but the $time% macro is not. Be careful using the $date% macro
in the default outbox because files in the date-stamped outbox subdirectory will not be sent if the send action
occurs after midnight. Likewise, archiving entries in sentbox and receivedbox date-stamped directories will only
occur for the current date.

Default Local User Archive Directories

Applies to the sentbox and receivedbox archive directories as specified under the local user host General tabs (for
an example, refer to Configuring local FTP users on page 733). Both the $host% and $mailbox% macro
variables are supported in this context.

In addition, the $date% macro is supported, but the $t ime% macro is not. Be advised that archiving entries in
sentbox archive and receivedbox archive date-stamped directories will only occur for the current date.

Default Root Directory
Applies to the default root directory, as specified under the local user FTP tab, HTTP tab, and SSH FTP tab (for
an example, refer to Configuring local FTP users on page 733). It also applies to the user home directory, as

specified under the local user mailbox FTP tab, HTTP tab, and SSH FTP tab (for an example, see FTP Mailbox:
FTP Tab on page 110).

Windows/Unix Folders

Applies to the UNC paths specified when you set up Windows/Unix folder access. See CIFS directories on page
629. Macros used in this context should always be UNC paths starting with two backslashes (\\). No other
macros are supported within macros used in this context.

Custom Variables

Applies to the values that can be specified under custom directory variables on the General tab under Configure
System Options. See Other system options on page 655 for more information.
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Execute-On

Applies to the system commands that can be specified within the Execute On Successful Send/Receive/Copy/
Check properties and the Execute On Fail property (system, host, or action level). See Advanced system options
on page 668 for information about the Advanced tab under Configure System Options for definitions of

these properties. With regard to Execute On Fail command, when a command is executed as a result of a
failed transfer (either on the client or the server), then all applicable macros are supported. When a command is
executed as a result of a general system failure, then only $date%, $time% and $status$ are supported.

Post/Pre Command
Applies to the FTP properties Post Get Command, Post Put Command, Pre Get Command, and Pre Put

Command, as specified under the FTP Host: Advanced Tab on page 95. This context also applies to the Post
Put Command and Pre Put Command properties as defined in the SSH FTP Host: Advanced Tab on page 251.

LCOPY Archive
Applies to the archive directory that can be specified with the LCOPY Archive property (system, host, or action
level). See Advanced system options on page 668 for more information.

Accessible through API
Applies to macros that are available through TactionController interface of the API (if the APl is

licensed). Refer to the API javadocs for a description of this interface and the method that can be used to obtain a
given macro value.

Directories Only
Applies in several places where only the custom directories macros or %inbox%/%outbox% are appropriate.
Banner/Welcome Message

Applies to the banner and/or welcome messages for the HTTP, FTP, SMTP, and SSH FTP servers. See
Configuring Local Listener Responses on page 682.

Rules Regarding Macro Variable Use
Below are some general rules for macro variable use.

1. Macros are identified by $c%, where c is one-to-many characters.

2. Macro variables are case insensitive. You can enter them in lowercase or uppercase.
3. You cannot place a % within a macro variable.
4

. When a string contains macros to be resolved and a % that is not tied to a macro, you must escape the non-macro
% with $%. After all macro substitution takes place, the software strips the extra %, yielding the intended character
sequence. For example, LCOPY test.edi $%$%%date% %index%isresolvedto $20090714 01.

The * and ? characters are not allowed within a macro name. Use other special characters with caution.

0

6. When using the $date% and $time$% macros, it is your responsibility to ensure the formats for the date and time
do not violate any file system naming conventions, for example, if the macros are being used to build a filename
or directory.

7. Macros are not allowed within a source filename that contains a *, ?, or regular expression. For example, in
LCOPY inbox/%mailbox%*, $mailbox% is not resolved. However, in LCOPY inbox/%$mailbox%/*,
$mailbox$% is resolved because it is referenced in the source directory path and not the source filename.

8. You can use macros multiple times within the same command. For $date%, $time% and $index%, the
same substitution value is used in all references within the same command. However, when you use either of
these macros within the destination path of an LCOPY, and multiple files are being copied in one command, the
following special rules are enforced:

a. Ifthese macros are used anywhere within the directory path, they are only resolved once within command.
b. If these macors are used within the file token, they are resolved for each filename.
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9. Macros you use within a system command, either within the SYSTEM Command context or within the Execute-On
context, can be used as part of the actual command or as parameters to a batch file.

10. If the absolute path of the any of the files referenced in the macros contain embedded spaces (for example.,
$file% resolves to Program Files\LexiCom\inbox\testHost\test.edi) it might be necessary
to add double quotes to the macro specification(s) in the command in order for the command to be properly
processed by the operating system. For example, copy “$file%” “%$file%.bad”.

11. Special rules apply to using directory macro variables for example, $inbox%, $outbox%, and custom directory

variables.

» If you use these macros in a source file, destination file, custom directory variable definition, or an LCOPY
Archive context, and the path is a non-URI path, they are replaced only at the beginning of the string. For all
other contexts (for example, URI source/destination paths, SYSTEM commands), they are replaced anywhere

in the string.

* Although allowed, you should not use directory macros should within a remote destination file context, as they
reference local directory paths and are therefore nonsensical in this context.

*  When preceding a path with a directory macro, you should place a file separator character (for example, ‘/’or
‘\” between the macro and the subsequent path (for example, $inbox%/test.edi).
*  When using directory macros, care should be used so as not to create circular references (for example, host
outbox references $CustomVar$ and $CustomVar$ references $outbox%).
12. All directory macro variables reference their absolute paths.

Reserved Macro Variables

Below is the table of all reserved macro variables.

Macro

Description

Framework Macros

%system%

o) o)

snones

%$inbox%

soutbox%

$sourcefile%

$srcfile%

$srcfilebase%

$sourcefilebase%

References the system-level inbox/outbox/sentbox/receivedbox.

For sentbox/receivedbox fields where this option is available
to select, this indicates that there should be no associated sent/
receivedbox (rather than defaulting to the system values in the
absence of a selection)

References the absolute path of the configured host or local
user inbox.

References the absolute path of the configured host or local
user outbox.

References the local file (including the absolute path) involved
in the current operation. For PUT and certain CHECK
commands, $file% is the source file. For GET, LCOPY, and
certain CHECK commands $file% is the destination file. See
CHECK command on page 867.

=] Note: The CHECK command is only available in
Cleo Harmony and Cleo VLTrader applications.

References the source file name involved in the current
operation. If the source file is local, and it is referenced in the
Execute-On context, then the absolute path is included.

References the source file name base (everything up to, but not
including, the last'.".
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$date[+/-#y] [+/-#m] [+/-#d]
[,MacroDateFormat=...]%

Stime [+/-#h] [+/-#m] [+/-#s]
[,MacroTimeFormat=...1%

Macro Description

$sourcefileext$% References the source file name extension (everything from,

. . . and including, the last '.". If no extension is contained in the

¥srcfileexts .
source file, blank is returned.

$destfile% References the destination file name involved in the current
operation. If the destination file is local, and it is referenced in
the Execute-On context, then the absolute path is included.

$destfilebase% References the destination file name base (everything up to, but
not including, the last'.".

$destfileext$% References the destination file name extension (everything
from, and including, the last'.". If no extension is contained in
the destination file, blank is returned.

$date% Specifies the current date in the format defined in the Macro

Date Format setting (system, host, or action level). See
Advanced system options on page 668 for more information
about this property.

Specifies a variant of the date as a value in either the past or the
future. The '#' character specifies one or more digit values and
the order of the +/- fields (y=year, m=month, d=day) dictates
the order of the operation, however calendar rules still apply
(for example, if the operation causes the day to wrap to the next
month then the month value is automatically incremented).

The MacroDateFormat parameter variable is case-insensitive.
If it is specified with the +/- field(s), it must be specified as the
last parameter. If it is not specified, the format defined in the
Macro Date Format setting (system, host, or action level) is
used. See Advanced system options on page 668 for more
information about this property.

Specifies the current time in the format defined in the Macro
Time Format setting (system, host, or action level). See
Advanced system options on page 668 for more information
about this property.

Specifies a variant of the time as a value in either the past or
the future. The # character specifies one or more digit values
and the order of the +/- fields (h=hour, m=minute, s=second)
dictates the order of the operation, however calendar rules

still apply (for example, if the operation causes the minute

to wrap to the next hour then the hour value is automatically
incremented). The MacroTimeFormat parameter variable is
case-insensitive. If it is specified with the +/- field(s), it must be
specified as the last parameter. If it is not specified, the format
defined in the Macro Time Format setting (system, host, or
action level) is used. See Advanced system options on page
668 for more information about this property.
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Macro Description

$index% Specifies the usage of a daily host index value; often used to
help guarantee file uniqueness. Each host's index is reset to 1
at the beginning of each day. It is incremented by one every
time $index% is referenced.
The minimum number of digits in the index string is
determined by the Minimum Number Of Macro Index Digits
system option. See Advanced system options on page 668
for more information.

$host% The alias of the host involved in the current operation.

$mailbox$% The alias of the mailbox involved in the current operation.

$status$ The status of the current operation. Returned status values
are either "Success" or "Warning" (both denote a successful
transaction) and "Error" or "Exception" (both denote a failed
transaction).

$crcs The value of the computed CRC-32 associated with a
transferred file. The CRC is computed only when Compute
CRC on transfers is active. See Logs on page 816 for
information. This feature is available only for Cleo Harmony
and Cleo VLTrader applications.

$filesize$ The size of a transferred file in measured in bytes.

$transferid$% The value of the unique ID assigned to a transferred file. This
feature is available only for Cleo Harmony and Cleo VLTrader
applications.

$filesin% The number of files received through within an action.

$filesout$ The number of files sent through within an action.

$command$ The full command syntax (only available for the Execute-On
context of CHECK commands).

ebMS Macros

%ebms.timestamp.date%

%ebms.timestamp.time%

The date portion of the SOAP header's <eb: Timestamp>
value. The format of the date is determined by the Macro Date
Format setting (system-, host-, or action-level). See Advanced
system options on page 668 for information about Advanced
tab under Configure System Options for a definition of this
property. This macro will only be resolved when used in the
default file name.

The time portion of the SOAP header's <eb:Timestamp> value.

The format of the time is determined by the 'Macro Time
Format' setting (system, host, or action level). See Advanced
system options on page 668 for information about Advanced
tab under Configure System Options for a definition of this
property. This macro will only be resolved when used in the
default file name.

Using your Cleo Harmony program




66 | User Guide

Macro

Description

%ebms.action%
%ebms.service$

%ebms.cpaid$

AS2 Macros

%as2.to%

%as2.from%

%as2.subject%

AS3 Macros

%as3.to%

%as3.from%

EBICS Macros

%ebics.ordertype%

%ebms.action% = the SOAP header's <eb:Action> value.
%ebms . service% = the SOAP header's <eb:Service> value.
%ebms . cpaid% = the SOAP header's <eb:CPAId> value.

These macros will only be resolved when used in the default
file name.

The current AS2-To value provided in the received message
header. This macro will only be resolved when used in the
default file name.

The current AS2-From value provided in the received message
header. This macro will only be resolved when used in the
default file name.

The current Subject value provided in the received message
header. This macro will only be resolved when used in the
default file name.

The AS3-To name of a client. This macro will only be resolved
when used in the SITE command within an action to verify that
the AS3 names are properly configured on the VersaLex AS3
server.

The AS3-From name of a client. This macro will only be
resolved when used in the SITE command within an action
to verify that the AS3 names are properly configured on the
Versalex server.

For EBICS, this macro will resolve to the order type of the
EBICS transaction.

Formatting %date% and %time% Macros

The default $date% setting is yyyyMMdd and the default $time$% setting is HHmmssSSS.

To specify a different $date% or $time% format, use a pattern string in the 'Macro Date Format' and 'Macro
Time Format' setting (system, host, or action level). See Advanced system options on page 668 for information
about the Advanced tab under Configure System Options for definitions of these properties. Formats may

also be specified as part of the macro definition, e.g., $date, MacroDateFormat=yyyyMMdd% and

%$time,MacroTimeFormat=HHmmssSSS%

In the pattern, all ASCII letters are reserved as pattern letters, which are defined as the following:

Symbol Meaning Example

G era designator AD

y year 2004

M month in year September & 09
d day in month 15
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Symbol Meaning Example

h hour in am/pm (1~12) 12

H hour in day (0~23) 0

m minute in hour 30

s second in minute 24

S millisecond 352

E day in week Wednesday

D day in year 259

F day of week in month 2 (2“d Wed in September)
w week in year 35

W week in month 2

a am/pm marker PM

k hour in day (1~24) 24

K hour in am/pm (0~11) 0

z time zone Central Standard Time
' escape for text delimiter

" single quote '

Any characters in the pattern that are not in the ranges of ['a

'..'z'] and ['A'..'Z'] will be treated as quoted text. For

instance, characters like "', '#' and '@' will appear in the resulting date or time text even if they are not embraced

within single quotes.

E Note: A pattern containing any invalid pattern letter will result in a thrown exception during formatting or

parsing.

Examples Using Pattern Strings:

%date% Format Pattern

Result

MM-dd-yyyy

EEE MMM d vy

09-15-2004

Wed September 15 04

%time% Format Pattern Result
h mm a 12 08 PM
K mma-z 0 _00PM-CST

Macro Variable Usage Examples

Destination File Examples:

Action Command

Destination File Result

PUT test.edi %date% %time%.edi

20090714 131524352.edi
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Action Command

Destination File Result

PUT test.edi
%$date-1d,MacroDateFormat=MMdd%.edi

GET test.edi %srcfile%%date%-%time%-
$index$%

LCOPY test.edi %date% S$time%.
$srcfileext$

LCOPY test.edi %%%date% %time$

0713.edi

test.edi20090714-131524352-1

20090714 131524352.edi

%20090714 131524352

Source File Examples:

Action Command

Source File Result

PUT %$inbox%\%date%\test.edi

PUT %inbox%\%date,MacroDateFormat=yyyy%

PUT %outbox%\%mailbox%\*

inbox\20090714\test.edi
inbox\2009\test.edi

outbox\myMailbox\*

Execute-On Examples:

After successful execution of 'LCOPY test.edi test2.edi':

Execute On Successful Copy System Command

System Command Result

cmd.exe /c copy "%$destfile%" "c:\temp\
%destfilebase%.copy"

cmd.exe /c ExecuteOnCopy.bat "%$destfile%" "c:

cmd.exe /c copy "c:\LexiCom\inbox\test2.edi"
"c:\temp\test2.copy"

cmd.exe /c ExecuteOnCopy.bat "c:\LexiCom\inbox

\temp\%destfilebase%.copy"

\test2.edi" "c:\temp\test2.copy"

Default Host Directory Examples:

Assume the system-level inbox is 'myInbox\' and the custom directory variable, 'Yocustom1%/, is set to "\
\filsvrO1\serverInbox\'.

Host Default Directory (Inbox) Setting Resolved Location

%customl% \\filsvr0l\serverInbox\

$customl%\inboxl \\filsvrO1\serverInbox\inbox I

%system% myInbox\

$system®\inbox1l myInbox\inbox1l

Using wildcards and regular expressions

This section describes the usage of wildcards and regular expressions. Wildcards and regular expression are most
often used in the paths of GET, PUT, LCOPY, LDELETE, LREPLACE, and CHECK commands. The CHECK is only
available with the Cleo Harmony and Cleo VLTrader applications. Generally, wildcards and regular expressions

are restricted to use only within the filename token of a path. Some cases, however, allow for placement within the
directory tokens, as well. Refer to your specific command reference for locations where you can use wildcards and
regular expressions. As an introduction, the table below provides some examples.
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Command Result

PUT myOutbox\ab*.edi Searches myOutbox for all files that match the pattern ab* . edi

PUT myOutbox\ab?.edi Searches myOutbox for all files that match the pattern ab?edi

PUT myOutbox\[ab.*\.edi] Searches myOutbox for all files that match the regular expression
ab.*\.edi

CHECK *box\[ab.*\.edi] Searches first for directories that end in box (for example, inbox
or outbox) and next for files that match the regular expression
ab.*\.edi

CHECK *box\[a.*]\[ab.*\.edi] Searches first for directories that end in box (for example, inbox
or outbox), and next for the subdirectories that match the regular
expression a . * , and finally for files that match the regular
expression ab. *\ .edi

Wildcards

Wildcards are represented by * or ?, where * matches multiple characters and ? matches only a single character. For
example, assume the outbox has the following files.

abl.edi
ab2.edi
abll.edi
abl2.edi

The following commands produce the following results.

Command Result
PUT ab*.edi Sends all four files from the outbox
PUT ab?.edi Sends only abl.edi and ab2.edi

Note that, when using wildcards, it is possible to use multiple wildcards within the same token. For example, "PUT
ab*.*" and "PUT ab?.*" are both acceptable.

Regular Expressions

When the basic wildcards do not provide the needed search criteria, regular expressions may be used instead. Regular
expressions (abbreviated regex) are composed of a special syntax that enables a wider range of search patterns. All
regular expression usage must follow these basic rules.

» The regex pattern must be enclosed in brackets (for example, [test [ABC]\.edi] or [test\d\.edi]).
Note that, as seen in this example, it is possible for a regular expression to contain brackets as part of the pattern
definition itself; however, it is still necessary to enclose the complete pattern in its own pair of brackets.

* Only one regex pattern is allowed per token, for example, a filename or a directory token. Furthermore, the pattern
must consume the entire token. Below is a table containing some valid and invalid regular expression examples.

Command Valid/Invalid
PUT myOutbox\ [ab.*\.edi] valid
PUT myOutbox\ab.*\.edi invalid -- does not contain the brackets
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Command Valid/Invalid

PUT myOutbox\ab[.*\.edi] invalid -- does not consume the entire filename token

PUT myOutbox\[ab.*].[edi] invalid -- contains two regex patterns within one token (i.e., the
filename token)

Regular Expression Constructs

This section provides descriptions of some commonly used constructs within regular expressions. For a more
complete list of regular expression constructs and a more detailed discussion, visit http://docs.oracle.com/javase/8/
docs/api/java/util/regex/Pattern.html#sum.

Table 2: Character Classes

Construct Description
[abc] a,borc
[*abc] Any character except a, b or c

Table 3: Predefined Character Classes

Construct Description

Any character

\d A digit: [0-9]

\D A non-digit: [*0-9]

Table 4: POSIX Character Classes

Construct Description

\p{Lower} lowercase alphabetic character

\p {Upper} An uppercase alphabetic character
\p{ASCII} Any ASCII character: [\x00-\x7F]
\p{Digit} A digit: [0-9]

\p{Alnum} An alphanumeric character

Table 5: Quantifiers

Construct Description

X? X, zero or one time
X* X, , zero or more times
X+ X, , one or more times
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Construct Description

X{n} X,, exactly n times

X{n,} X,, at least n times

X{n,m} X, , at least n but not more than m times

Table 6: Boundary Markers

Construct Description

A Indicates the subsequent characters must appear at the beginning of the
string

$ Indicates the preceding characters must appear at the end of the string

Table 7: Literal Expressions

Construct Description

\ Escapes (quotes) the following character. Necessary if you want to match to
a period ('."), bracket ('[]"), brace ('{}') or other special character.

\Q Starts an escaped (quoted) literal string. Literal string should be closed with
\E.

\E Ends an escaped (quoted) literal string that was started by \Q.

Table 8: Other

Construct Description

(?1) Turn on flag to ignore case.

( X) Match string X .

(?i: X) Match string X , ignoring case.
(2! X) Do not match string X .

Regular Expression Examples

The table below contains some examples that might be used for file name searches.

Regex

Matches

[.*]
[test.*\.edi]

[(?21)test.*\.edi]

Matches any file

Matches test.edi through test (any character(s)) . edi (lower case
only)

Matches test.edi through test (any character(s)) .edi (lower or
upper case)
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Matches

[ (?1) test[abc] {3}\d\.edi]
[test\p{Digit} {1, }\.edi]

[ (?!TestFile) (.*)]

[(?1) (?!TestFile) (.*)]

[(?!.*\.edi$) (.*)]

[(?i:(2!.*\.edis)) (.*)]

[V TV (%) ]
[(21) (2! (.*\.tmp$)) (.7*)]

[(?21) (?! (*vlitrader.*\.tmp$))
(.*%)]

[(?! (TestFile) | (Test\.File))
(.*)]

[(.*%) (Primary) (.*)]

[(.*) (?i:Primary) (.*)]

[test.edi]

[(?1) test.edi]

Matches testaaa0.edi through testccc9.edi (lower or upper case)

Matches test0.edi through test9.edi, testO0 through test99.edi, etc.
(lower case only)

Matches every file except a file called "TestFile" (case sensitive).

Matches every file except a file called "TestFile" (case
insensitive).

Matches every file except a file that ends in ".edi" (case
sensitive).

Matches every file except a file that ends in ".edi" (case
insensitive).
nan

Matches every file except those named "." or

Matches every file except those that end in ".tmp" (case
insensitive).

Matches every file except those that start with "VLTrader" and
end in ".tmp" (case insensitive).

Matches every file except those named "TestFile" or
"Test.File" (case insensitive).

Matches any file that contains the string "Primary" somewhere in
it (case sensitive).

Matches any file that contains the string "Primary" somewhere in
it (case insensitive).

Matches only "test.edi".

Matches "test.edi" (case insensitive).

[\+.*] Matches every file that starts with "+".

[\NH\+.*] Matches every file that starts with "++".

[\Q+\E. *] Matches every file that starts with "+".

[\Q++\E. *] Matches every file that starts with "++".

[.*\Q+\E. *] Matches every file that contains "+" anywhere within the name.
= Note:

1. Ifyou need to download a specific file, but the absence of that file generates an unwanted error, enclose
the filename in a regular expression to avoid the error. For example, [test\.edi] will match only a

file called test.edi.

2. For LCOPY -REC commands, the final token cannot be a file. To get around this restriction, enclose the
filename in brackets. For example, outbox/test/ [test.edi].




Chapter

4

Hosts

Use Hosts for initiating outbound connections.

Hosts — Web Ul

B Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

This section explains settings and details of the Hosts page that are specific to the Cleo Harmony and Cleo VLTrader
Web UL

Web Ul Host Tree

The Host Tree in the Cleo Harmony and Cleo VLTrader Web UI displays available hosts. Access the Host Tree by
clicking Hosts in the top menu bar.

Hosts
Search
Advanced
B8 Hosts (+)
> B Clarify
» B Cleo System Tests
> B8 EEI

» BB LexiCom

» B LoopTest

> [ RTs

> B Throttle LoopTests
» B Transfer Test MLLP

» == All_Transfer_Looptest

as 0f 2019/02/13 17:16:41 (Refresh)
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You can activate hosts from the Host Tree by right-clicking, by using a template, or by searching for a specific host.
See Activating a host from a template in the Web UI on page 74 and Advanced search options on page 74.

Activating a host from a template in the Web Ul

Use the Activate from Templates button to activate a host from a template in the Web UL

1. Click the + (Activate from Templates) button below the search bar in the Hosts page.
2. The Templates dialog box appears.

3. Use the Hosts tree in the Templates window to find the host you want to clone and activate. Right-click and select
from the context menu to clone.

Advanced search options

Use the advanced search to search through the active items in the host tree. You can access the advanced search by
clicking the Advanced link under the search bar above the Hosts tree. The Advanced Search dialog box appears.

Advanced Search 0 x

Q Search
) Match Case
Filter Search Results I+
Searchin | 3| v
With name any v alias

MatchCase W

Type your search string directly into the Search field. If you want to search with case sensitivity, select Match Case.
You can perform relevant right-click actions in the search results.

Filtering search results

To narrow your search, use the Filter Search Results menu below the Search field. By clicking the + icon, you can
add more filters to your search. Click the trash can icon to remove filters from your search.
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Advanced Search o x

Q search
Match Case

Filter Search Results °

Searchin | g

With name | 2ll

actions

-

authenticators
authenticators (protocols)
folders

hosts

local commands

mailboxes

Use the Search in menu to restrict your search to certain types of items in the host tree.

Advanced Search o x

Q search
Match Case

Filter Search Results ©

searchin | |

Withname | any v | alias
any MatchCase W
starts with
ends with
contains
does not contain

Use the Alias menu and field to restrict your search to a certain naming convention.

Hosts and Mailboxes — Native and Classic Web Ul

You use hosts to initiate outbound connections. Hosts allow you to create both client- and server-side connections
that you can use to transfer data to and from your system. You use mailboxes to access the host system. This section

explains how to activate, configure, and use hosts and mailboxes.

Activating a host from a template

1. Click the Templates tab in the tree pane.
2. Ifyou are not sure which host you need to activate, do the following:
a) Select the Hosts folder and the content pane table will list details about the all the available pre-configured

hosts.
b) Click through to open the tiered levels on any pre-configured host tree to review the provided host, mailbox,
il trading partner, and action configurations. Select the Notes tab in these panels to access any supplied
documentation.
3. Right-click the desired /4ost in the pre-configured host tree or right-click the detail entry in the content pane table

for the desired host.
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4.

Select Clone and Activate. The entire pre-configured /os¢ branch will be copied and made active, the Active
tab will be automatically selected in the tree pane, and the new active host will be automatically selected in the
tree. The new active host alias may be appended with a number, if necessary to make it unique. The original pre-
configured host will remain in the pre-configured tree.

If desired, type a new host alias in the content pane panel and click Apply.

A preconfigured host can also be activated from Cleo's web site. See Cloning and activating a pre-configured host
on page 76.

Cloning and activating a pre-configured host

The Cleo Harmony application provides the capability for downloading preconfigured hosts directly from the Cleo
web site, guaranteeing that the latest distributed host is always available for cloning and activation.

1.
2.

Click the Templates tab in the %z tree pane.
If necessary, click the Connections folder to open it and then click the Pre-configured folder.

The product connects to the Cleo website to download pre-configured host data. After the download is complete,
the preconfigured hosts are displayed in the Pre-configured folder and sorted into Industry folders.

If you are not sure which host you need to activate, do the following:

a) Click on an Industry folder (that is, a child of the Pre-Configured folder) to display details about the available
pre-configured hosts for that specific industry. If the host has not been downloaded yet, the number of
Mailboxes, Actions, HostActions, and TradingPartners are initially set to 0. After the download has completed,
you can view updated host details in the content pane table.

b) Expand the Industry folder to display the host entries. If the host has not been downloaded yet, no tiered
levels are displayed for the host. Once the host has been downloaded, review the provided Aost, mailbox, host
action, trading partner, and action configurations. Select the Notes tab in these panels to access any supplied
documentation.

To download a host from the website, click a #os? in the pre-configured host tree or click the detail entry in the
content pane table for the Aost.

Right-click the Aost in the pre-configured host tree or right-click the detail entry in the content pane table for the
host.

Select Clone and Activate. The entire pre-configured /ost branch will be copied and made active, the Active
tab will automatically be selected in the tree pane, and the new active host will automatically be selected in the
tree. The new active host alias may be appended with a number, if necessary, to make it unique. The original pre-
configured host will remain in the pre-configured tree until the client session is closed.

Configuring an active host

. Select the active host in the %z tree pane.

Depending on the level of detail preconfigured into the host, you may or may not need to create tree branches. At
a minimum, you will need to have one action within one mailbox of your host in order to send and/or receive files.

Supply any required information for each tree branch. An incomplete branch is indicated by the color orange in
the tree and by an unchecked £ Ready indication in the E:l content pane panel. Required fields are starred (*) and
possible values may be user choice or may need to come from the service provider. For the latter, check the Notes
tab in the content pane for any known contact information.

You will likely need to supply your user name and password at the mailbox level. See the Enter Your User Name
and Password section within the documents Generic FTP and FTP/S or Generic HTTP and HTTP/S, or the
document specific to the desired target host type(s). Documentation specific to the host you are communicating
with may be available from the LexiCom home directory: by default, C: \Program Files\LexiCom
\manuals\hosts.
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E Note: For the Generic AS2 host, you will not need to supply a user name and password; however,
you will need to follow the steps in the section Generic AS2 Host and Local Listener, to complete
configuration.

Creating a custom preconfigured host

E Note: This section applies to the Cleo Harmony and Cleo VLTrader applications only.

You can copy an active host to the Templates tree in order to retain custom settings you can use later.

Click the Templates tab in the tree pane.

Right-click the Hosts folder.

Select newFolder and rename the host subfolder to a meaningful name.

Click the Active tab in the tree pane.

Right-click the active host you want to copy and select Copy to Preconfigured.
Select the Folder where the active host will be copied from the drop-down list.

Use the suggested Target Alias (based on the current alias) or create a different unique alias.

S L o

Click Continue and the host is copied and displayed in the Templates tree.

Using the wizard to create a host or mailbox

Cleo Harmony, Cleo VLTrader, and Cleo LexiCom provides wizard that walk you step-by-step through the process of
configuring the most common trading relationships.

Right-click the Local Listener in the active tree pane and select Wizard to do the following:

» Set the HTTP and HTTP/s listener port.

» Create and/or select SSL certificates (if applicable).

» Create and/or select signing and encryption certificates.
» Set the protocol (AS2/AS3 or ebMS).

* For AS2 and AS3 only:

» Set the AS2/AS3 external address.
* Set the AS2/AS3 administrator email address.

Right-click the AS2/AS3 mailbox in the active tree pane and select Wizard to:

» Set the AS2/AS3-From and AS2/AS3-To names.
» Select the trading partner’s signing and encryption certificates.

Configuring mailbox packaging

E Note: This section applies to all hosts, except the Local Commands host. For information about packaging
for the Local Commands host, see Configuring Local Commands host on page 724.

Use the Packaging tab to configure encryption and decryption of payload files retrieved from the file system (or
database payload repository) and stored to the file system (or database payload repository).

The Packaging tab consists of two sections: Partner Packing and Local Packaging. See Configuring partner
mailbox packaging on page 78 and Configuring local mailbox packaging on page 81, respectively.

For each Partner and Local Packaging, there are two packaging schemes: OpenPGP and XML Encryption.
Both schemes use a public/private key pair established through a shared certificate to perform encryption and
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decryption. The OpenPGP option also supports digital signing. See Cryptographic Services on page 899 for
general information regarding encryption and signing.

There are certain advanced properties that govern the details of the packaging selections. These properties are listed
in the following table. See Setting advanced host properties on page 87 for more information.

OpenPGP Properties XML Encryption Properties
PGP Compression Algorithm XML Encryption Algorithm
PGP Encryption Algorithm

PGP Hash Algorithm

PGP Integrity Check

PGP Signature Verification
PGP V3 Signature

Configuring partner mailbox packaging

You use the Partner section of the Packaging tab to configure outbound file packaging (files going to your trading
partner) and inbound file un-packaging (files coming from your trading partner). This allows you to associate your
trading partner's signing/encryption certificate with this mailbox for outbound packaging and associate your signing/
decryption certificate with this mailbox for un-packaging inbound data.

= Note: If you enable packaging through this panel, and packaging is also enabled through a protocol

(for example, S/MIME encryption enabled through the mailbox AS2 tab), the payload will be doubly
packaged. For example, if you select AS2 S/MIME encryption and XML Encryption, the XML-encrypted
package will be encapsulated within the S/MIME-encrypted package.

Before you configure partner mailbox packaging, you must acquire your trading partner's signing/encryption
certificate and provide to yours to your trading partner. See Acquiring your trading partner's signing and encryption
certificates on page 84 and Creating and providing your signing/encryption certificates on page 84.

In the Partner section of the Packaging tab, select one of the following options from the Packaging menu and click
Configure:

* None - partner packaging is not active.

*  OpenPGP - OpenPGP partner packaging is active. See OpenPGP partner mailbox packaging reference on page
78 for information on setting up OpenPGP partner packaging.

* XML Encryption - XML Encryption partner packaging is active. See XML encryption partner mailbox
packaging reference on page 80 for information on setting up XML Encryption partner packaging.

OpenPGP partner mailbox packaging reference

Note: Values you specify in the Encrypt Outbound, Decrypt Inbound, and certificate fields are shared
between the OpenPGP and XML encryption configurations. You can specify these values once in either place
to populate both configurations.

=

When using OpenPGP, if your trading partner has provided an OpenPGP public key, you can use the Certificate
Manager to generate a Trusted CA Certificate from an OpenPGP key . See Certificate management on page 589
and Generating trusted CA certificates from OpenPGP or SSH FTP keys on page 593. Similarly, if your trading
partner requires an OpenPGP public key, you can use the Certificate Manager to export an OpenPGP key . See
Certificate management on page 589 and Exporting certificates on page 596.

Encrypt Outbound

Select this check box to enable fields related to encrypting outbound messages.
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It is recommended that you enter both your trading partner's certificate and your user certificate as both might be
necessary depending upon the options selected.

Values you specify in the Encrypt Outbound, Decrypt Inbound, and certificate fields are shared between the
OpenPGP and XML encryption configurations. You can specify these values once in either place to populate both
configurations.

Decrypt Inbound
Select this check box to enable fields related to decrypting inbound messages.

it is recommended that you enter both your trading partner's certificate and your user certificate as both might be
necessary depending upon the options selected.

It is important to understand that the Encrypt Outbound, Decrypt Inbound, and certificate fields are shared
between the two dialogs.

Encryption/Signature Verification
Certificate
Enabled when you select either the Encrypt Outbound or Decrypt Inbound check box.

Click Browse to navigate to and select the certificate you want to use. The Certificate field is populated with
the path of the certificate you select.

If multiple recipients are required, you can use the SET command to specify multiple certificates using the
‘|” (pipe) character. For example:

SET mailbox.PartnerPGPEncryptionCert=certs\companyA.cer | certs
\personB.cer | certs\trunk.cer | certs\companyC.p7b
Decryption/Signing

By default, the signing certificate you configured on the Certificates tab of the Local Listener panel is used to
sign and decrypt your files. See Configuring certificates for Local Listener on page 682.

Override Local Listener Certificate

Enables fields where you specify a certificate to use instead of the one you configured for the Local Listener.
See Configuring certificates for Local Listener on page 682.

If you override the default certificates, you must also exchange the certificates you specify here with your
partner.

Exchange Certificates

Displays the Certificate Exchange dialog box, which allows you to send your certificates to your trading
partner. See Exchanging certificates with your trading partner on page 600.

If you choose to schedule the PGP packaging certificate for future use, there is a field available, Allow
Overlapping Key Usage, that lets you choose how certificates should be used when their schedules overlap.
See Allowing overlapping signing/encryption keys on page 613.

Certificate Alias
Password

Click Browse to navigate to and select a certificate. Enter the Password for your certificate's private key.

Outbound Options

A file can be sent to the remote host with any combination of the following options available on the Advanced
tab under Configure System Options. See Advanced system options on page 668 for more information.
Encrypted

Encrypt using the PGP Encryption Algorithm property.
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Signed
Sign using the PGP Hash Algorithm.
Encrypt to My Certificate

Allow My Certificate as well as Trading Partner’s Certificate to decrypt outbound encrypted files. The
Encrypted box must be checked to enable and use this option.

Armored (Base 64)
Armor (Base64 encode) the data. Base64 encoding converts binary data to printable ASCII characters.
Compressed
Compress using the PGP Compression Algorithm.
Inbound Security
Force Encryption
Force Signature

When you select Force Encryption or Force Signature, all inbound messages are checked for the required
security level. An error is logged and the message is rejected if the message is not received according to the
corresponding message security settings. If either setting is not selected (default), the message is not checked
for conformance with that security setting.

Allow non-OpenPGP
Allows non-OpenPGP formatted data to be processed without generating OpenPGP related errors.
XML encryption partner mailbox packaging reference
= Note: Values you specify in the Encrypt Outbound, Decrypt Inbound, and certificate fields are shared
between the OpenPGP and XML encryption configurations. You can specify these values once in either place
to populate both configurations.
Encrypt Outbound
Select this check box to enable fields related to encrypting outbound messages.
Decrypt Inbound
Select this check box to enable fields related to decrypting inbound messages.
Encryption Certificate
Enabled when you select the Encrypt Outbound check box.

Click Browse to navigate to and select the certificate you want to use. The Certificate field is populated with the
path of the certificate you select.

Decryption Certificate
Enabled when you select the Decrypt Inbound check box.

By default, the encryption certificate you configured on the Certificates tab of the Local Listener panel is used to
decrypt your files. See Configuring certificates for Local Listener on page 682.

Override Local Listener Certificate

Enables fields where you specify a certificate to use instead of the one you configured for the Local Listener.
See Configuring certificates for Local Listener on page 682.

If you override the default certificates, you must also exchange the certificates you specify here with your
partner.

Exchange Certificates

Displays the Certificate Exchange dialog box, which allows you to send your certificates to your trading
partner. See Exchanging certificates with your trading partner on page 600.
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Certificate Alias
Password

Click Browse to navigate to and select a certificate. Enter the Password for your certificate's private key.

Configuring local mailbox packaging

You use the Local section to configure inbound encryption (files stored to the file system/database) and outbound
decryption (files retrieved from the file system/database). This allows you to associate your signing/encryption
certificate with this mailbox for inbound packaging and your signing/decryption certificate with this mailbox for
outbound un-packaging. You can use the same certificate or two different certificates depending on your application.
Before you configure Local packaging, you must create or acquire an encryption certificate to use for local storage
encryption, decryption, and signing.

» In the Local section of the Packaging tab, select one of the following options from the Packaging menu and click
Configure:
* None - partner packaging is not active.

*  OpenPGP - OpenPGP partner packaging is active. See OpenPGP local mailbox packaging reference on page
81 for information on setting up OpenPGP partner packaging.

* XML Encryption - XML Encryption partner packaging is active. See XML encryption local mailbox
packaging reference on page 82 for information on setting up XML Encryption partner packaging.
OpenPGP local mailbox packaging reference

E Note: Values you specify in the Encrypt Certificate and Decrypt Certificate sections are shared between
the OpenPGP and XML encryption configurations. You can specify these values once in either place to
populate both configurations.

Encrypt Inbound

Select this check box to enable fields related to encrypting inbound messages.

Values you specify in the Encrypt/Signature Verification, Decryption/Signing, and certificate fields are shared
between the OpenPGP and XML encryption configurations. You can specify these values once in either place to
populate both configurations.

Decrypt Outbound
Select this check box to enable fields related to decrypting outbound messages.

Values you specify in the Encrypt/Signature Verification, Decryption/Signing, and certificate fields are shared
between the OpenPGP and XML encryption configurations. You can specify these values once in either place to
populate both configurations.

Encryption/Signature Verification
Certificate
Enabled when you select either the Encrypt Inbound or Decrypt Outbound check box.

Click Browse to navigate to and select the certificate you want to use. The Certificate field is populated with
the path of the certificate you select.

Decryption/Signing

By default, the signing certificate you configured on the Certificates tab of the Local Listener panel is used to
sign and decrypt your files. See Configuring certificates for Local Listener on page 682.

Override Local Listener Certificate

Enables fields where you specify a certificate to use instead of the one you configured for the Local Listener.
See Configuring certificates for Local Listener on page 682.
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If you override the default certificates, you must also exchange the certificates you specify here with your
partner.

Certificate Alias
Password
Click Browse to navigate to and select a certificate. Enter the Password for your certificate's private key.
Inbound Options

A file can be written to the file system/database with any combination of the following options available on
the Advanced tab under Configure System Options. See Advanced system options on page 668 for more
information.

Encrypted

Encrypt using the PGP Encryption Algorithm property.
Signed

Sign using the PGP Hash Algorithm.
Encrypt to My Certificate

Allow My Certificate as well as Trading Partner’s Certificate to decrypt outbound encrypted files. The
Encrypted box must be checked to enable and use this option.

Armored (Base 64)
Armor (Base64 encode) the data. Base64 encoding converts binary data to printable ASCII characters.
Compressed
Compress using the PGP Compression Algorithm.
Outbound Security
Force Encryption
Force Signature

When you select Force Encryption or Force Signature, all outbound files are checked for the required
security level. An error is logged and the message is rejected if the message is not received according to the
corresponding message security settings. If either setting is not selected (default), the message is not checked
for conformance with that security setting.

Allow non-OpenPGP
Allows non-OpenPGP formatted data to be processed without generating OpenPGP related errors.
XML encryption local mailbox packaging reference
E Note: Values you specify in the Encrypt Certificate and Decrypt Certificate sections are shared between
the OpenPGP and XML encryption configurations. You can specify these values once in either place to
populate both configurations.
Encrypt Inbound
Select this check box to enable fields related to encrypting inbound messages.
Decrypt Outbound
Select this check box to enable fields related to decrypting outbound messages.
Encryption Certificate
Enabled when you select the Encrypt Inbound check box.

Click Browse to navigate to and select the certificate you want to use. The Certificate field is populated with the
path of the certificate you select.

Decryption Certificate
Enabled when you select the Decrypt Outbound check box.
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By default, the encryption certificate you configured on the Certificates tab of the Local Listener panel is used to
decrypt your files. See Configuring certificates for Local Listener on page 682.

Override Local Listener Certificate

Enables fields where you specify a certificate to use instead of the one you configured for the Local Listener.
See Configuring certificates for Local Listener on page 682.

If you override the default certificates, you must also exchange the certificates you specify here with your
partner.

Certificate Alias
Password

Click Browse to navigate to and select a certificate. Enter the Password for your certificate's private key.

Determining and providing your URL information

The AS2, AS3/FTP server (Cleo Harmony and Cleo VLTrader applications only), and ebMS protocols require you to
forward your Cleo Harmony, Cleo VLTrader, or Cleo LexiCom URL to your trading partner.

Local Listener
If you have not already done so, configure your Local Listener. See Configuring the Local Listener on page 675.

Use the Local Listener Configuration Wizard configuration wizard (see Using the wizard to create a host or mailbox
on page 77) and follow the steps to specify the address and ports.

E Note: You can also use the Local Listener Configuration Wizard to create signing/encryption certificates.

URL exchange

The method of URL exchange must be agreed upon with the trading partner. The mailbox Notes tab may come
preconfigured with specific information concerning URL exchange with a particular trading partner.

The Email Profile utility automatically builds the URL. If you are not using the utility, you must build the URL by
hand.

Building an URL using the Email Profile Utility

If emailing, use the Email Profile utility. See Emailing a profile to your trading partner on page 85. Even if the
utility is not used to forward your profile to your trading partner, you can use the utility to capture the information
locally.

E Note: This utility is also used to send your signing/encryption certificates.

Building an URL for AS2 and ebMS

AS2 and ebMS are HTTP protocols. An HTTP URL is of the form: http (s) : //your-host:httpport/
your—-resource—-path where:

* http or https is specified depending on whether you are using an HTTP or HTTP/s Port from the Configuring a
Local Listener for HTTP on page 675.

* your-host is the fully qualified name (recommended) or static, external IP address of the VersalL.ex computer.
For AS2, this is My External Address in the Configuring AS2 Service on page 692. Contact your systems
administrator if you do not know your fully qualified name or external IP address. You may also obtain your
external IP address by accessing http://www.cleo.com/whoami .
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» httpport is the HTTP or HTTP/s Port in the Local Listener: HTTP tab. See Configuring a Local Listener for
HTTP on page 675. Including :Attpport in the URL is optional when the standard port is used. Port 80 is the
standard port for HTTP and port 443 is the standard port for HTTP/s.

» Ifyou are using Cleo VLProxy software (or a third party reverse proxy), Attp or https, your-host, and httpport
depend on the proxy settings.

* your-resource-path is the Resource Path in either the AS2 Service: AS2 tab or the ebMS Service: ebXML tab.
See Configuring AS2 Service on page 692 and Configuring ebXML Message Service on page 696.

Building an URL for AS3 and FTP

For AS3 server or FTP server are FTP protocols. An FTP URL is of the form: ftp (s) : //your-host: ftpport
where:

» fip is specified if using an FTP or FTP/s Explicit Port and fips is specified if using an FTP/s Implicit Port from the
Local Listener: FTP tab .

* your-host is the fully qualified name (recommended) or static, external IP address of the VersaLex
computer. Contact your systems administrator if you do not know your fully qualified name or external IP
address. You may also obtain your external IP address by accessing http://www.cleo.com/whoami .

» ftpport is the FTP or FTP/s Port in the Local Listener: FTP tab. See Configuring a Local Listener for FTP on
page 677. (Inclusion of .fipport in the URL is optional when the standard port is being used. Port 21 is the
standard port for FTP and FTP/s Implicit and port 990 is the standard port for FTP/s Explicit.)

» Ifusing Cleo VLProxy (or a third party reverse proxy), fip or fips, your-host, and fipport depend on the proxy
settings.

Acquiring your trading partner's signing and encryption certificates

AS2, AS3, AS4, ebMS, OFTPv2, RNIF, and other protocols require use of a digital certificate for encryption and
signing purposes. Other security features within the Cleo Harmony, Cleo VLTrader, and Cleo LexiCom applications
(for example, XML Encryption within the Mailbox Packaging tab) also require a digital certificate. See Mailbox
Packaging Tab . As a prerequisite to setting up a trading relationship, you must aquire a digital certificate from your
trading partner. See Certificate management on page 589 for information on digital certificates.

The Cleo Harmony, Cleo VLTrader, and Cleo LexiCom applications provide certificates for some of the pre-
configured hosts, but most of the pre-configured hosts require you to obtain the signing/encryption certificates
directly from the trading partner.

You and your trading partner must agree on the method of certificate exchange. You can exchange certificates through
a web site, a courier service, regular mail, or as attachments through electronic mail. The mailbox Notes tab might be
preconfigured with specific information concerning certificate exchange with a particular trading partner.

Once you have received the trading partner’s certificates, you can register the certificates with the Cleo Harmony,
Cleo VLTrader, or Cleo LexiCom application by either saving the files directly in the certs\ directory or by
importing the certificates . See Importing certificates on page 594.

Finally, identify the signing/encryption certificates in the mailbox. For example, see AS2 Mailbox: Certificates Tab
on page 165. Use the mailbox wizard and follow the steps to set the trading partner signing/encryption certificates.
See Using the wizard to create a host or mailbox on page 77.

Creating and providing your signing/encryption certificates
AS2, AS3, ebMS, OFTPv2, RNIF, and other protocols require use of a digital certificate for encryption and signing

purposes. Other security features within the Cleo Harmony, Cleo VLTrader, and Cleo LexiCom applications (for
example, XML Encryption within the Mailbox Packaging tab) also require a digital certificate. See Mailbox
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Packaging Tab . As a prerequisite to setting up a trading relationship, you must aquire a digital certificate your trading
partner. See Certificate Manager for information on digital certificates.

If you have not already done so, generate a user certificate to use for signing messages sent to your trading partner
and decrypting message received from your trading partner.

Use the Local Listener configuration wizard (see Using the wizard to create a host or mailbox on page 77)

and follow the steps to generate a new self-signed user certificate for signing and encryption. Normally, the same
certificate is used for signing and encryption, but if required they can be different certificates. Be sure to remember or
record the password of the certificate(s) created.

E Note: The Local Listener wizard is also used to configure your external address and ports.
Your trading partner might not allow self-signed certificates, and instead require that your certificate be signed by a
trusted Certificate Authority (CA). To acquire a CA-signed certificate, forward a Certificate Signing Request (CSR)
to the CA. See Generating PEM-formatted certificate signing requests on page 593. Then, after receiving a signed
certificate back from the CA, replace your self-signed certificate with the CA-signed certificate. See Replacing trusted
CA certificates on page 598.

If you already have a certificate and private key currently stored outside of the Cleo Harmony, Cleo VLTrader, or
Cleo LexiCom application to be used for signing/encryption, import the certificate and private key. See Importing
certificates on page 594.

If you have multiple trading relationships, you might be able to use the same user certificate for all. The Local
Listener wizard sets the default signing/encryption certificates in the Local Listener: Certificates tab. See
Configuring certificates for Local Listener on page 682. If a different user certificate must be used for a specific
trading relationship, you can override the Local Listener certificates at the mailbox level (for example, AS2 Mailbox:
Certificates Tab on page 165).

You and your trading partner must agree on the method of certificate exchange. You can exchange certificates through
a web site, a courier service, regular mail, as email attachments or through EDIINT Certificate Exchange Messaging
(CEM) — see Exchanging Certificates with Your Trading Partner for further information. (The mailbox Notes

tab might come preconfigured with specific information concerning certificate exchange with a particular trading
partner.)

If emailing, use the Email Profile utility. This utility is also used to send your URL information. Even if the utility
will not be used to forward your profile to your trading partner, the utility can be used to capture the information
locally.

The Email Profile utility automatically exports the appropriate user certificate(s) for attachment. If you are not using
the utility, you need to export your user certificate by hand. See Exporting certificates on page 596

Emailing a profile to your trading partner

You can use the Cleo Harmony, Cleo VLTrader, and Cleo LexiCom applications to create an email containing all the
required profile information for a specified mailbox and send it to your trading partner. You an automatically include
any profile information configured for a specified mailbox in this email. This information includes any URLs (if
applicable) and necessary certificates.

To send your profile information to your trading partner, select a mailbox in the active tree pane, right click and select
Email Profile

E Note: You might need to extract your service’s profile information prior to actually defining a host/mailbox
relationship. To do this, select a service under the Local Listener, right-click and select Email Profile.

= Note: This example is for AS2 mailboxes. The Profile Information section will differ by protocol.
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Complete the information on the screen:

1.

=

In the To: field enter the email address of your trading partner. If the mailbox is associated with a Trading Partner
(see Managing Trading Partners on page 561) and the Trading Partner has Technical contacts, then a Get
Partner Contacts button will be displayed. Clicking this button will fill the To: field with all the associated
Technical contacts.

a. You can also choose to send a copy of this email to your registered System Administrator Email address or to
the email address that was specified in the primary contact information when you registered your product.

The From: field default value is taken from the System Administrator email address defined in the Options >

Other panel. If this field contains multiple email addresses, only the first address is displayed.

Update the Subject: field as needed.

If multiple listening ports are specified (that is, HTTP and HTTP/s for AS2, ebMS, RosettaNet or WS; FTP, FTP/

s Explicit and/or FTP/s Implicit for AS3 or FTP servers; or OFTP and OFTP/s or OFTP), multiple URLs are

displayed. You can select and send any or all of the displayed URLSs to your trading partner.

Choose the Send all certificates in one zip file option if your trading partner's email client has difficulty receiving

files with a . cer extension for X509 certificates; .asc for PGP public keys; or .pub for SSH or OpenSSH

public keys. (This is a common problem with MS Outlook.)

Optional - Type a message for your trading partner.

Click Send. A Profile Confirmation dialog box appears.

An additional Security Warning is displayed to indicate that this information will be sent in clear text via email

over the internet. If you want to send anyway, click Yes. To suppress this Security Warning for future profiles that

you email, select the Do not show this message again option at the bottom of this panel.

Sending a copy of adocument to another host

If you have two trading partners (that is, hosts) configured, you can enhance your configuration to automatically send
files to the second trading partner after the files have been successfully sent to the first trading partner using an auto
copy. Given Host A (the original sender) and Host B (the additional sender), in most situations you would perform the
following steps to configure auto copy:

Add an auto copy action to Host B (steps 1-2 below).

Configure Host A so that the files that have been sent are automatically deposited into the file source location (that
is, the Outbox) for Host B's auto copy action (step 3 below).

Configure the Host B auto copy action to automatically send the file when it is copied from Host A (step 4 below).

The following diagram illustrates the flow of the file that is sent using "Auto-Copy" (dotted lines signify dependence
on successful completion of the file being sent to the first Trading Partner):
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Auto-Copy Configuration

Follow the steps below to configure auto copy.
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1. Create a new "uto copy action for Host B.
a. In the Host B tree, right mouse-click the send action and select Clone.

A new action called newsend is created.

b. Rename the new action to auto copy. (The name is arbitrary; you can choose any name you want for your
new action.)

2. In Host B's auto copy Action that you have just created, configure the PUT command with an autocopy
subfolder in the path and a wildcard ("*") in the file name.

a. Wildcard Note: Using a wildcard for the file name addresses the situation where Host A sends multiple
files with the same file name before Host B can send the file. In that case, automatic versioning occurs (for
example, sendfilel.edi, sendfile2.edi, etc.) in Host A's Sentbox, the file source location (that is,
Outbox) for Host B's auto copy Action.

b. Subfolder Note: Specifying the source path in the auto copy action differentiates Host B's auto copy Outbox
location (..\hosts\outbox\HostB\autocopy) from the "normally used" Outbox location (...\hosts
\outbox\HostB).

3. In the General tab for Host A, specify a Sentbox path that is the same as Host B's Outbox path.

4. In order for Host B to immediately send the file after Host A has successfully sent the file, configure the Host B
auto copy action to run whenever the action has a file to send.

a. Right-click Host B's auto copy Action (in the Tree pane) and select Schedule...
b. A dialog box appears allowing you to schedule the action.
c. Select Whenever the action has files to send and click OK.

Setting advanced host properties

1. Select the active host in the tree pane.
2. Select the Advanced tab in the content pane to display a list of advanced properties for that host.

3. Specify values for the properties as necessary. For information about host-specific properties, see the Advanced
tab discussion for the host.

You can condense the displayed list by selecting an item from the Filter Group drop-down list. To further filter
the display, enter a case-insensitive string in the Filter String field. Note that for the Web Ul you must press
Enter after typing Filter String text.

You can also set properties using the SET command within an action; however, the SET value only affects the
commands that follow the SET for that particular action.

Note that some host-level properties have associated system-level properties of the same name, for example, Email
On Fail. See Advanced system options on page 668 for more information. For these properties, if a specific value
is not set at the host-level, the associated system-level setting is displayed and used.

Working with actions

Actions are tasks for your host or mailbox. This section explains how to compose, run, and use actions.

Composing an action
An action is classified as a Commands action or a JavaScript action.

B Note: JavaScript actions are supported only in the Cleo Harmony application.
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For JavaScript actions, you can enter statements in a free-form manner. The Cleo Harmony application uses
Rhino (http://www.mozilla.org/rhino), which is an open source, pure Java, JavaScript engine, to interpret and
compile JavaScript source files into temporary Java classes for execution. Visit https://developer.mozilla.org/en/
Rhino JavaScript Compiler.

See the API javadocs for examples and a description of the methods and functions available from within JavaScript
(refer specifically to the ISessionScript class javadoc). The methods include the ability to run other action commands
within JavaScript and writing to debug or the system log. These methods, when combined with JavaScript, make it
possible to have complex sequences or decisions that would not be possible using Commands actions alone.

For Commands, an action consists of one or more commands that are to be run sequentially as a group. You can
choose to have one action that does ALL sending and receiving, or you can choose to separate sending and receiving
into two or more actions, potentially if sends and receives are not to be scheduled at the same intervals.

1. Select the action in the tree pane.
2. The potential set of commands depends on the client-to-host protocol.

E Note: HTTP derivatives like AS2, AS4, EBICS, ebXML, RNIF and WS generally only support a subset
of the HTTP commands (typically only PUT and sometimes GET).

The actual supported set of commands and their syntax is further dependent on the host type. For more
information, see the section specific to the host type in question.

Table 9: Host Commands

FTP HTTP* SSH OFTP MQ SMTP HSP MLLP Purpose
FTP

CONNECT X X X Connect (login) to the host

PUT X X X X X X X X Send one or more files to the
host

GET X X X X X X Receive one or more files from
the host

DIR X X X X Get a directory listing of
available files from the host

CD X X Changes the current directory
on the host

CONFIRM X Confirm, on the host, receipt of
one or more files

DELETE X Delete one or more files on the
host

REQUEUE X Requeues one or more
previously received files on the
host

QUOTE X X X Send a raw command to the
server

SITE X Send a site specific command to
the server

TYPE X Sets file data type to ASCII or
BINARY
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Table 10: Local Commands

FTP HTTP* SSH OFTP MQ SMTP HSP MLLP Purpose
FTP

SET X X X X X X Change an action property
value

CLEAR X X X X X X Clear an action string property

SYSTEM X X X X X X Execute a local system
command

WAIT X X X X X X Pause

LCOPY X X X X X X Copy local files

LDELETE X X X X X X Delete local files

LREPLACE X X X X X X Replace bytes in local files

Table 11: Extended Commands

FTP HTTP* SSH OFTP MQ SMTP HSP MLLP Purpose

FTP
CHECK X X X X X X Check for certain events or non-
events. (Cleo VLTrader and
Cleo Harmony only)
SCRIPT X X X X X X Run an external JavaScript

command. (Cleo VLTrader and
Cleo Harmony only)

3. Right-click in the empty space or on a command in the Action tab to display a menu. (Note that JavaScript actions
will not contain the Edit or Comment options.)

a. Select Edit to edit the current line using the dialog editor (refer to step 4).

b. Select Insert (or the % button) to insert a new line before the current line using the dialog editor (refer to step
4).

¢. Select Move Down or Move Up (or the % and < buttons) to move the current line down or up.

d. Select Comment (or the ¥ button) to change the current command line to a comment line.

e. Select Delete (or the ¥ button) to clear the current line.

4. The Action tab is a freeform editor. For JavaScript actions, type in your JavaScript. For Commands actions, if you
are familiar with the supported commands and syntax, you can type commands in directly. Otherwise, you can use
a dialog editor that will format commands for you. To open the dialog editor, click the wizard button. The wizard
button is not available for JavaScript actions.

a. Select the desired command from the list on the left.

b. The dialog box prompts for source and destination paths (and allows for browsing), when applicable to the
command and possible for the host type.

c. Available options for the command are listed.
d. For HTTP, the dialog prompts for any needed or optional parameter and/or header values for the command.

e. For LCOPY zipping operations, the dialog prompts for any needed password information if AES encryption is
being used.

f. The resultant command text is displayed on the bottom line (native UI only).
g. Edit as necessary and click OK.
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Composing a host action

= Note: Host actions are only available in the Cleo VLTrader and Cleo Harmony applications.

A host action consists of one or more commands that are to be run sequentially as a group (similar to a script). You
may choose to have one host action that does all commands, or you may choose to have separate host actions, each

performing different commands.

1. Right-click a host in the tree pane and select New HostAction.

2. Enter a unique hostaction alias and click OK.

3. Select the host action in the tree pane.

The potential set of commands for host actions is given below:

Type

Command

Purpose

Local commands

Extended commands

SET

CLEAR

CHECK

SCRIPT

Change an action property value.
See your host's command reference
or to Local command reference on
page 800 for a description of

SET.

Clear an action string property. See
your host's command reference or to
Local command reference on page
800 CLEAR Command for a
description of CLEAR.

Check for certain events or non-
events (Cleo VLTrader and Cleo
Harmony applications only). See
CHECK command on page 867
for a description of CHECK.

Run an external JavaScript file.
(Cleo VLTrader and Cleo Harmony
applications only). See SCRIPT
command on page 875 for a
description of SCRIPT.

4. Right-click in the empty space or on a command in the Actions tab to display a menu.

» Select Edit to edit the current line using the dialog editor (refer to step 4).

* Select Insert (or the % button) to insert a new line before the current line using the dialog editor (refer to step

4).

» Select Move Down or Move Up (or the @ and 4 buttons) to move the current line down or up.

* Select Comment (or the % button) to change the current command line to a comment line.

* Select Delete (or the # button) to clear the current line.

5. The Actions tab is a freeform editor. For JavaScript actions, type in your JavaScript. For Commands actions, if
you are familiar with the supported commands and syntax, you can type commands in directly. Otherwise, a dialog
editor is available to format commands for you. To open the dialog editor, click the % wizard button.

=

Note: The “ wizard button is not available for JavaScript actions.
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a) Select the desired command from the list on the left.
The dialog prompts for source and destination paths and allows browsing.

Available options for the command are listed. The resultant command text is displayed on the bottom line
(native GUI only).
b) Edit as necessary and click OK.

Using operating system commands in actions

On Windows, a DOS command can be executed by using the /c option of the command program. A Unix command
can be specified directly. For example, if file ‘x” needed to be copied to file ‘y":

Operating System LexiCom SYSTEM command
Windows 95/98 SYSTEM command.com /c copy X y
Windows NT/2000/XP SYSTEM cmd.exe /c copy X y

Unix SYSTEM cp x y

= Note: If the command program can not be found, its location is probably not in the Path environment
variable and you may need to specify its full path. The ComSpec environment variable should indicate its full
path.

If the program that is being executed prints messages, it may fill up the standard out or standard error buffer and hang
execution. To avoid this, pipe all the output to a file:

SYSTEM myprogram.exe > myprogram.log 2 > &1

2 > &1 pipes standard error to standard out. If you don’t care to capture
the output, pipe all the output to keyword ‘nul’:

SYSTEM myprogram.exe > nul 2 > &l

Also, when executing LexiCom from the command line, some Unix shells will expand file matching characters - * ?
[1-~{and } - even when enclosed in double quotes - "’ (e.g. —¢ “GET *” expands to —c GET as2bean.jar ftp.jar
ftplog.txt ...). To avoid this, try enclosing the wildcard character in double quotes “”” and the entire argument in single
quotes ** (e.g. —¢ ‘GET “*”’).

Running and stopping an action

1. Once the required information for a Aost \ mailbox \ action branch has been supplied through the configuration
panels, the action can be run.

2. Select the action in the tree pane.

3. To start the action, right-click the action and select Run or click I in the Action tab. An action can also be run
via command-line parameters. See Running from the command line on page 36.

4. To monitor progress, use the Determine Status and Watch Messages windows.

5. To interrupt the action, right-click the action and select Stop or click €@ in the Action tab.
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Host Technical Reference

The following sections explain each of the available types of hosts.

FTP and FTP/s Hosts

The generic FTP and FTP/s hosts enable a user to fully specify a client file transfer interface to an FTP server. If at all
possible, use a pre-configured host specific to the target server; this will save the effort of having to research, specify,

and then debug the interface.

The generic FTP host provides an interface over non-secure FTP. If you or your trading partner requires Secure

Socket Layer (SSL) FTP, use the generic FTP/s host.

Not all FTP servers will support or require the full set of host commands allowed by VersaLex. Ata minimum, the
server must support PUT and/or GET. The following action commands are available on VersalLex:

Command Purpose Underlying FTP method
Host commands PUT Send one or more files to STOR

the host

GET Receive one or more files RETR
from the host

DIR Get a directory listing of LIST
available files from the host

CDh Changes the current CHDIR
directory on the host.

QUOTE command Sends a raw command to command
the server

SITE Sends a site specific SITE
command to the server

TYPE Sets file data type to ASCII TYPE
or BINARY

Local commands SYSTEM Execute a local system -

command

WAIT Pause -

SET Sets a property

CLEAR Clears a string property

LCOPY Copy one or more local -
files

LDELETE Delete one or more local -
files

LREPLACE Replace bytes in one or -

more local files
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Command Purpose Underlying FTP method

CHECK Check for a transfer, file, -
or directory (VLTrader and
Harmony only)

SCRIPT Execute a JavaScript File -
(VLTrader and Harmony
only)

FTP Configuration
Activate either a trading partner-specific host or the generic FTP or FTP/s pre-configured host and then configure
host, mailbox and actions.

1. Click the Templates tab in the tree pane.
2. If necessary, expand the Hosts tree in the Templates tab to find the host you want to use.
3. Right-click the Aost and select Clone and Activate.

The entire pre-configured /ost branch (including a mailbox and actions) is copied and activated, the Active tab
is selected in the tree pane, and the new active /host is selected in the tree. If necessary, you can append the new
active host alias with a number to make it unique.

E Note: The original pre-configured host remains in the pre-configured tree.

4. Enter host-level configuration information.
a) Click the new host in the tree pane.
b) Enter host-level configuration information on the tabs in the content pane. See FTP Host Configuration on
page 94.
c¢) Click Apply to save your work.
5. Enter mailbox-level configuration information.
a) Click the mailbox under your host in the tree pane.
b) Enter mailbox-level configuration information on the tabs in the content pane. See FTP Mailbox Configuration
on page 110.
c) Click Apply to save your work.
6. Enter action-level configuration information.
a) Click an existing mailbox action to display its configuration tabs. Alternatively, right-click the mailbox and
select New Action.
b) Edit action information on the tabs in the content pane. See FTP Action Configuration on page 111.
c¢) Click Apply to save your work.
7. Click Apply to save your work.

] Important: If you leave any of these panels without clicking Apply, your work will not be saved. You can

' configure the native Ul to prompt to you click Apply when changes are made. See Other system options on
page 655. However, in the web UL, this is not valid. In the web UL, if you make updates to a host and then
click a part of the product not related to a host, for example any of the buttons in the banner, the product will
not prompt you to click Apply and your updates will not be saved.
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FTP Host Configuration
The FTP Host parameters indicate a host's location and how to reach it.
FTP Host: General Tab
Server Address

Either a fully qualified name (recommended) or an IP address.
Port

The FTP command port. You can specify either a specific port number or —1 to indicate the default port for FTP
(21) or FTP/s (990).

Connection Type
The kind of connection you want to use for this host.
Possible values:

* System Default - See for information about setting the system default.
* Direct Internet Access or VPN - Use either a direct connection to the internet or a VPN.

Default value: System Default
Forward Proxy
The address of the forward proxy you want to use for this host.

Select the System Default check box to use the default proxy. See Configuring for a proxy on page 805 for
information about specifying a default proxy.

Default Directories

Modify the default directories, if necessary. You can use macro variables from the drop-down lists. See Using
Macro Variables for a list of the applicable macros (Default Host Directory context) and example usage. For Cleo
VLTrader and Cleo Harmony, see URI File System interface overview on page 879 for information about you

can use a Cleo-provided or custom URI for the Inbox and/or Outbox. See Specifying default host directories on
page 628 for information about setting up system-level directories and custom directory macro variables.

Inbox
Default directory for incoming files. Enter a value directly or click ... to navigate to and select a directory.
Possible values: Any local or shared directory.
Default value: inbox\

Outbox
Default directory for outgoing files. Enter a value directly or click ... to navigate to and select a directory.
Possible values: Any local or shared directory.
Default value: outbox\

Sentbox

If specified, default directory for retaining sent files. Files are a copy of the original source file; any file
manipulations performed as part of the send are not reflected in the sentbox copies. Enter a value directly or
click ... to navigate to and select a directory.

Possible values: Any local or shared directory.
Default value: No default value.
Receivedbox

If specified, default directory for retaining received files. Files are a copy of the final destination file; any file
manipulations performed as part of the receive are reflected in the receivedbox copies. Enter a value directly
or click ... to navigate to and select a directory.

Possible values: Any local or shared directory.
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Default value: No default value.
FTP Host: FTP Tab

Security Modes

For FTPs servers only.

Possible values:

* None - For servers that require Secure Socket Layer (SSL). Indicates non-secure transfers; commands and
data are clear-text.

* SSL Implicit - For servers that support only SSL connections.

* SSL Explicit - For servers that support SSL through the use of either the AUTH SSL or AUTH
TLS command.

Default value: SSI. Explicit

Default Data Type
The data type used when transferring files to and from the FTP server.
Possible values: ASCIT or Binary
Default value: ASCIT

Data Channel Mode
The sets the default behavior for opening data port connections between the FTP client and FTP server.
Active mode

causes the client to listen for an inbound connection from the server during data transfers. The Low Port /
High Port, if left at 0/0, will be a random number between 1024-65535; otherwise specify a specific range.
Because this is active mode, this port range must be open inbound on your firewall.

Passive mode

causes the server to listen for an outbound connection from the client during data transfers. The server
indicates the IP address and port number. The FTP server will cycle through port numbers, usually a subset of
1024-65535. Substitute Passive IP Address indicates that VersaLex should ignore the IP address specified
by the server and reuse the command port address instead. (This may be necessary if the server is advertising
an internal rather than an external IP address.)

FTP Host: Advanced Tab
See Setting advanced host properties on page 87 for information about how to use and set the properties
supported in all protocols. Properties available for FTP include:
Abort In Process Transfers
Indicates that the FTP server supports the ABORT command when a data transfer is interrupted.
Possible values: On or Of £
Default value: Of £
Add Mailbox Alias Directory to Inbox
Possible values: On or Of £
Default value: Of £
Add Mailbox Alias Directory to Outbox

Appends a subdirectory at the end of the host's configured outbox directory. This allows files to be sent through
different mailboxes to be kept separate.

Possible values: On or Of £
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Default value: Of £
Add Mailbox Alias Directory to Receivedbox

Appends a subdirectory at the end of the host's configured receivedbox directory. This allows files that have been
sent through different mailboxes to be kept separate.

Possible values: On or Of £
Default value: Of £
Add Mailbox Alias Directory to Sentbox

Appends a subdirectory at the end of the host's configured sentbox directory. This allows files that have been sent
through different mailboxes to be kept separate.

Possible values: On or Of £
Default value: Of £
Allow Actions To Run Concurrently
Normally, actions and host actions within the same host are allowed to run concurrently. You can use this
property to not allow actions and host actions to run concurrently.

B Note: This is a Cleo Harmony and Cleo VLTrader option.

Possible values: On or Of £
Default value: On
Avoid List Command When Space In Path

When using the retrieving nested subdirectories (GET —REC option) and any of the nested subdirectories have
spaces, indicates that the FTP server does not properly handle spaces in the LIST command path and that CDs
should be used to avoid the issue.

Possible values: On or Of £
Default value: Of £
Command Retries

If an error or exception occurs during a command, the number of times the command should be retried.

E Note: Command Retries does not apply to exceptions related to TCP/IP or ISDN dial-up connections.
This is because dial-up connections are managed by the framework so that they can be shared across
actions.

Possible values: 0 - n

Default value: 0

Connection Timeout
The amount of time allowed for each read operation.
Possible values: 0 - n seconds

0 indicates no timeout

Default value: 150 seconds

Data Socket Accept Timeout
The amount of time allowed for each read operation on the data port.
Possible values: 0 - 600 seconds, where 0 indicates no timeout.
Default value: 150 seconds

Delete Zero Length Files

Indicates whether files received that are zero-length (<= 5 bytes) should be deleted rather than processed.
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Possible values: On or Of £
Default value: Of £
Disable Address Resolution
Indicates to connect directly to an IP address if the IP address is known and a DNS lookup is not desired.
Possible values: On or Of £
Default value: Of £
Do Not Send Zero Length Files

Indicates whether zero length files to be sent to the server should be ignored rather than processed. If the ~-DEL
option is being used, any zero length file ignored will also be deleted.

Possible values: On or Of £
Default value: Of £
Email On Check Conditions Met
Send an email notification after running a CHECK command where the overall conditions of the check are met.

See Configuring email or execute based on results on page 56.

= Note: This is a Cleo Harmony and Cleo VLTrader option.

Possible values: Email addresses separated by commas (,), semicolons (;), or colons ( : ). The first address
should be an internal email address.

Default value:The value specified for this property on the Options > Advanced panel (if set).
Email On Check Conditions Not Met

Send an email notification after running a CHECK command where the overall conditions of the check are not
met. See Configuring email or execute based on results on page 56.

= Note: This is a Cleo Harmony and Cleo VLTrader option.

Possible values: Email addresses separated by commas (,), semicolons (;), or colons ( : ). The first address
should be an internal email address.

Default value:The value specified for this property on the Options > Advanced panel (if set).
Email On Fail
If an error occurs during a command, email the error condition. See Email/Execute Based on Results.

Possible values: Email addresses separated by commas (,), semicolons (;), or colons ( : ). The first address
should be an internal email address.

Default value:The value specified for this property on the Options > Advanced panel (if set).
Email On Flag
If a flagged event occurs, email the event. See Configuring email or execute based on results on page 56.

Email addresses separated by commas (,), semicolons (;) or colons (:). The first address should be an internal
email address.

Possible values: Email addresses separated by commas (,), semicolons (;), or colons ( : ). The first address
should be an internal email address.

Default value:The value specified for this property on the Options > Advanced panel (if set).
Email On Repetitive Action Failures

When "Email On Fail" is enabled and the same failure occurs each time an action is run for a specific host,
leaving this option unchecked suppresses emailing of the same alert multiple times. If the same email alert
continues to be suppressed after 24 hours, the suppressed email alert will be sent every 24 hours and after every
system restart if the failure occurs again. When the failure is resolved an email alert will be sent.

Hosts



98 | User Guide

= Note: This feature only suppresses multiple emails if the same failure occurs multiple times in a
row. Suppression is not maintained across synchronized hosts.
Possible values: On or Of £
Default value: On
Email On Successful Copy

Send an email notification after copying a file using LCOPY. See Configuring email or execute based on results
on page 56.

Possible values: Email addresses separated by commas (,), semicolons (;) or colons ( : ). The first address should
be an internal email address.

Default value:The value specified for this property on the Options > Advanced panel (if set).
Email On Successful Receive

Send an email notification after successfully receiving a file. See Configuring email or execute based on results
on page 56.

Possible values: Email addresses separated by commas (,), semicolons (;) or colons ( : ). The first address should
be an internal email address.

Default value:The value specified for this property on the Options > Advanced panel (if set).
Execute On Successful Send

After successfully sending a file, run a system command. This command may be used for post-processing the
file. See Configuring email or execute based on results on page 56.

Possible values: System command to be executed.

Default value: The value specified for this property on the Options > Advanced panel (if set).
Execute On Check Conditions Met

After executing a CHECK command where the overall conditions are met, run a system command. See

Configuring email or execute based on results on page 56.

B Note: This is a Cleo Harmony and Cleo VLTrader option.

E Note: Note that if multiple files contribute to the conditions being met, and one of the file macros is in
the command (e.g., $file%), the system command will be executed repeatedly - once for each file.
Possible values: System command to be executed.
Default value: The value specified for this property on the Options > Advanced panel (if set).
Execute On Check Conditions Not Met
After executing a CHECK command where the overall conditions are not met, run a system command. See
Configuring email or execute based on results on page 56.

E Note: This is a Cleo Harmony and Cleo VLTrader option.

Possible values: System command to be executed.
Default value: The value specified for this property on the Options > Advanced panel (if set).
Execute On Fail

If an error occurs during a command, run a system command. See Configuring email or execute based on results
on page 56.

Possible values: System command to be executed.
Default value: The value specified for this property on the Options > Advanced panel (if set).

Hosts



Cleo Harmony | 99

Execute On Repetitive Action Failures

When Execute On Fail is enabled and the same failure occurs each time an action is run for a specific
host, leaving this option unchecked suppresses multiple executions of the Execute On Fail command. If
suppression of execution of the command for this failure continues after 24 hours, the suppressed Execute On
Fail command will be executed every 24 hours and after a system restart if the failure occurs again. When the
failure is resolved, the Execute On Fail command will be executed again. Users must account for this by
including the %status% macro variable for the Execute On Fail command (see Using macro variables on
page 58) and then checking for a success or failure.

B Note: This feature only suppresses multiple executions of the Execute On Fail command if the
same failure occurs multiple times in a row. Suppression is not maintained across synchronized hosts.
Possible values: On or Of £
Default value: On
Execute On Successful Copy

After successfully copying a file using LCOPY, run a system command. This command may be used for post-
processing the file. See Configuring email or execute based on results on page 56.

Possible values: System command to be executed.
Default value: The value specified for this property on the Options > Advanced panel (if set).
Execute On Successful Receive

After successfully receiving a file, run a system command. This command may be used for post-processing the
file. See Configuring email or execute based on results on page 56.

Possible values: System command to be executed.
Default value: The value specified for this property on the Options > Advanced panel (if set).
Execute On Successful Send

After successfully sending a file, run a system command. This command may be used for post-processing the
file. See Configuring email or execute based on results on page 56.

Possible values: System command to be executed.
Default value: The value specified for this property on the Options > Advanced panel (if set).
Explicit SSL Command
Indicates the AUTH command to be used when the Security Mode specified on the Host/FTP tab is “SSL
Explicit”.
Possible values:

e AUTH SSL
e AUTH TLS
e AUTH TLS-C
e AUTH TLS-P

Default value: Depends on the requirements of the trading partner’s FTP server.
Explicit SSL Post Command

A command or set of commands to be issued after the Explicit SSL Command and login sequence. The PBSZ and
PROT commands (“PBSZ 0;PROT P”) are required by some servers regardless of the AUTH type used and are
necessary for data channel protection (AUTH TLS or AUTH TLS-C).

If multiple FTP commands are needed after the AUTH command, set this property to all of the commands
separated by semicolons (;).
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File List Parse Method
The NLST commands on some FTP servers do not return a standard file list.
Possible values: Tradanet or GXS NBT
Default value: None
Fixed Record EOL Characters
End-of-line characters to be inserted and/or deleted.

Possible values: O to n characters.
Special character sequences:

\r - carriage return
\n - new line (linefeed)
\ f - form feed
\ 't - horizontal tab
\O - null
\\ - backslash
Fixed Record Incoming Delete EOL
If Fixed Record EOL Characters has been specified and Fixed Record Length is greater than 0, indicates to look
for and delete EOL characters while receiving a file.

= Note: When using FTP ASCII mode, standard EOL characters may already be changing if transferring
between Windows and Unix platforms.
Possible values: On or Of £
Default value: Of £
Fixed Record Incoming Insert EOL
If Fixed Record EOL Characters has been specified and Fixed Record Length is greater than 0, indicates to insert
EOL characters while receiving a file.

Fixed Record Incoming Delete EOL and Fixed Record Incoming Insert EOL are mutually exclusive properties.

Possible values: On or Of £
Default value: Of £
Fixed Record Length
The fixed record length after which end-of-line characters need to be inserted and/or deleted.
Possible values: O - n
Default value: 0
Fixed Record Outgoing Insert EOL
If Fixed Record EOL Characters has been specified and Fixed Record Length is greater than 0, indicates to insert
EOL characters while sending a file.

= Note: When using FTP ASCII mode, standard EOL characters may already be changing if transferring
between Windows and Unix platforms.
Possible values: On or Of £
Default value: Of £
Get Number of Files Limit
Limits the number of files retrieved from a server directory listing by one GET command.

Possible values: 0 - n
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0 indicates no limit.

Default value: 0

High Priority
Indicates whether incoming and/or outgoing transfers through the host should be treated as high priority. When
both high priority and regular priority transfers are active, the high priority transfers get a larger portion of
the available bandwidth. Go to Configure > Options > Other to set the High Priority Transfers
Percentage Available Bandwidth (defaults to 75). See Other system options on page 655 for more
information.

Note: This is a Cleo Harmony and Cleo VLTrader option.

o

(1] Warning: If the trading partner’s bandwidth (and not Cleo Harmony's or Cleo VLTrader’s) is limiting
the transfer rate, then setting High Priority will not increase the transfer rate and will only result in
potentially slowing down other Cleo Harmony or Cleo VLTrader transfers. Also, do not attempt to
set High Priority Incoming or Outgoing on a host where the same instance of Cleo Harmony or Cleo
VLTrader is both the client and server (for example, a local looptest).

Possible values:
Incoming
Outgoing
Both

Ignore Exception After Quit

Indicates to ignore any 1/O errors that occur when attempting to read the SMTP server response after issuing a
QUIT command.

Possible values: On or Of £
Default value: Of £
Ignore Retrieve Error Code
Indicates an FTP server response code (after an FTP RETR request) that should not be treated as an error
condition. This property is useful when the absence of a file on the server is not considered an error.

] CAUTION: If the server uses the same error code for multiple reasons, this property can potentially
mask unknown error conditions.

Possible values: Three-digit error code value.

You can specify multiple error codes separated by commas (,) or semicolons (;). Alternatively, you can use

a regular expression (denoted by enclosing it in square brackets ‘[]”) instead of a three-digit error code. For
example, [550.*No such file.*] wouldignore 550 errors containing ‘No Such File’. If it is necessary
to include a °,” or ‘;” in the regular expression, the character would need to be escaped (\x2C or \x3B)
instead of using a comma or semicolon. See Using wildcards and regular expressions on page 68 for additional
information.

Include Failure In Subject Of Email

When specified, the exception message will be included in the email that is generated on failure.

E Note: If the exception message exceeds 256 characters, it will be truncated.

Possible values: On or Of £

Default value: The value specified for this property on the Options > Advanced panel
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Include Filename In Store Unique Command
Indicates whether the FTP server expects a starting filename to be included when using the store unique option
(PUT -UNTI).
Possible values: On or Of £
Default value: Of £
Interim Retrieve

Indicates to set result of any successfully retrieved file to Interim Success rather than Success. This
would normally be used when transfer logging is being monitored by a backend system to allow coordination of
any post processing of the received file that needs to occur prior to setting the transfer status to Success.

Possible values: On or Of £
Default value: Of £
Issue Command After Opening Data Connection

Indicates to issue the retrieve, store, or list command until after the data port connection has been established
rather than before.

Possible values: On or Of £
Default value: Of £
Keepalive Noop Command (seconds)

Indicates the amount of time in-between issuing NOOP commands on the command port while a transfer is active
on the data port. 0 indicates to not issue NOOPs.

Possible values: O - n
Default value: 0
LCOPY Archive
If specified, contains the directory for archiving LCOPY source files.

Possible values: Any local or shared directory. Macros can be used. See Using macro variables on page 58
(LCOPY Archive context).

Default value: The value specified for this property on the Options > Advanced panel, if any.
Log Individual LCOPY Results To Transfer Logging
When this option is enabled, a <send> and <receive> result is logged to the transfer log for each file copied.

E Note: This is a Cleo Harmony and Cleo VLTrader option.

Possible values: On or Of £
Default value: Of £
Macro Date Format
Specifies the date format to be used when the $date% macro is used.

Possible values: See Using macro variables on page 58 for information about usage and possible date/time
formats.

Default value: The value specified for this property on the Options > Advanced panel, if any.
Macro Time Format
Specifies the time format to be used when the $time% macro is used.

Possible values: See Using macro variables on page 58 for information about usage and possible date/time
formats.

Default value: The value specified for this property on the Options > Advanced panel, if any.
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Maximum Incoming Transfer Rate (kbytes/s)

Sets the maximum incoming transfer rate in Kbytes (1024 bytes) per second for each mailbox or host. The default
value of 0 does not limit the transfer rate. The Maximum Incoming Transfer Rate system setting might also

limit the transfer rates. The system Maximum Incoming Transfer Rate value is used unless this setting is more
restrictive. For simultaneous transfers, the number of active transfers also affects individual transfer rates. See
Advanced system options on page 668.

Possible values: 0 - n
Default value: 0
Maximum Outgoing Transfer Rate (kbytes/s)

Sets the maximum outgoing transfer rate in Kbytes (1024 bytes) per second for each mailbox or host. The default
value of 0 does not limit the transfer rate. The system setting might also limit the transfer rates. The system
Maximum Outgoing Transfer Rate value is used unless this setting is more restrictive. For simultaneous transfers,
the number of active transfers will also affect individual transfer rates. See Advanced system options on page
668 for more information about Maximum Outgoing Transfer Rate.

Possible values: 0 - n
Default value: 0
Next File On Fail

When a download fails, indicates whether a wildcarded GET should proceed to the next available file rather than
terminate if the server is still connected.

Possible values: On or Of £
Default value: Of £
Only Retrieve First Available File
Indicates a GET * should only retrieve the first available file from the server.
Possible values: On or Of £
Default value: Of £
Only Retrieve Last Available File
Indicates a GET * should only retrieve the last available file from the server.
Possible values: On or Of £
Default value: Of £
Outbox Sort

Controls the order in which multiple files are transferred for a PUT command. If System Default is
specified, the value set on the Configure > Options > Advanced tab takes precedence. For Alphabetical
ordering, the file extensions are not used to determine the sorted order unless they are needed to make the
filenames unique.

Possible values:

System Default
Alphabetical
Date/Time Modified

Default value: System Default
Outgoing Insert EOL Between Interchanges

If Fixed Record Outgoing Insert EOL is active, indicates to also insert EOL characters between EDI
interchanges while sending the file.

Possible values: On or Of £
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Default value: Of £
Partner Email Address

The email address of the trading partner for this trading relationship. When set, this address is automatically used
to send your local profile information and/or certificates to your trading partner. SeeEmailing a profile to your
trading partner on page 85.

Possible values: Email address(es) separated by commas (,), semicolons (;) or colons ( : ).
E Note: This is a Cleo LexiCom only option. For Cleo Harmony and Cleo VLTrader, this information is
stored in the trading partner management table. See Managing Trading Partners on page 561.
Password Automatic Update (days)
If greater than zero and Password Update Format has been set, the number of days after which the
software will generate and apply a new FTP password.
Possible values:0-n days
Default value: 0 days
Password Update Format
If supported by the server, the format of the PASS command value when changing a user's password. The server
dictates the format.
Use $01d% and $new$% keywords to specify the format, for example, $01d%/%new$.
PGP Compression Algorithm
Compression method used when OpenPGP packaging (with compression) is requested through the Mailbox

Packaging tab. See Configuring mailbox packaging on page 77. If System Default is specified, the
value set on the Configure > Options > Advanced tab is in effect.

Possible values:

System Default
Z1P
ZLIB

Default value: System Default
PGP Encryption Algorithm
Encryption method used when OpenPGP packaging (with encryption) is requested through the Mailbox

Packaging tab. See Configuring mailbox packaging on page 77. If System Default is specified, the
value set on the Configure > Options > Advanced tab takes precedence.

Possible values:

System Default
TripleDES
Blowfish

CASTS

DES

AES-128
AES-192
AES-256
Twofish

Default value: System Default
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PGP Hash Algorithm

Signing method used when OpenPGP packaging (with signing) is requested through the Configuring mailbox
packaging on page 77. If System Default is specified, the value set on the Configure > Options >
Advanced tab takes precedence.

Possible values:

System Default
MD2

MD5
RIPE-MD-160
SHA-1

SHA-256
SHA-384
SHA-512

Default value: System Default
PGP Integrity Check

When OpenPGP encrypting (see Configuring mailbox packaging on page 77), include an integrity check on
encrypted data. Can be disabled for compatibility with certain OpenPGP implementation.

Possible values: On or Of £
Default value: On
PGP Signature Verification

Indicates whether or not signed inbound PGP messages should verified when inbound OpenPGP packaging is
requested through the Mailbox Packaging tab. See Configuring mailbox packaging on page 77. In general,
this property should be enabled.

Possible values: On or Of £
Default value: On
PGP V3 Signature

Post Get Command
Post Put Command

In an action, specify commands to be executed only after a successful GET or PUT as post-get or post-put
commands, respectively. When using this property, use a SET command within the action before the GET or
PUT command rather than the Advanced tab.

The Post Put Command can be set to QUIT, which allows a disconnect and reconnect between file uploads when
necessary.

If multiple FTP commands are needed after the GET or PUT, set this property to all of the commands separated
by semicolons (;). Ifa specific FTP command needs to contain a semicolon, enclose that specific FTP command
in quotes ("). Use of macro variables is supported. Refer to Using macro variables on page 58 (Post/Pre
Command context) for a list of the applicable macros.

Pre Get Command
Pre Put Command

In an action, specify commands to be executed before a GET or PUT as pre-get or pre-put commands,
respectively. This has the benefit of keeping the log results relative to just GETs and PUTs (especially important
for Cleo VLTrader and Cleo Harmony GET transfer logging). In addition, for the PUT, it avoids connecting and
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logging into the server when there are no files to send. When using this property, use a SET command within the
action before the GET or PUT command rather than the Advanced tab.

If multiple FTP commands are needed prior to the GET or PUT, set this property to all of the commands
separated by semicolons (;). If a specific FTP command needs to contain a semicolon, enclose that specific FTP
command in quotes ("). Use of macro variables is supported. See Using macro variables on page 58 (Post/Pre
Command context) for a list of the applicable macros.

Pre Put Change Directory

For PUT commands whose destination contains a directory path, forces an explicit CWD request to the destination
directory path prior to issuing the STORE request.

Some FTP servers treat directories as logical rather than physical directories, and require directories be set only
through a CWD request.

Possible values: On or Of £
Default value: Of £

Pre Put Command For First File Only

If a Pre Put Command is specified, indicates whether to execute them before each file being transferred by the
PUT or only before the first file transfer.

Possible values: On or Of £
Default value: On

REST Enabled

Allows the host to be accessible through the REST API. This feature is only supported on AS2, AS4, FTP and
SSH FTP and only when the host has exactly one mailbox.

When this setting is enabled, new mailboxes cannot be created and the existing mailbox cannot be cloned,
disabled, or removed.
Possible values: On or Of £

Default value: On for AS2. AS4, FTP and SSH FTP when the host has exactly one mailbox. Of f in all other
cases.

Resume Failed Transfers

When selected and a transfer fails (and Command Retries > 0), attempt to resume the transfer on a retry. If
OpenPGP is enabled on the packaging tab (see Configuring mailbox packaging on page 77), the entire file is
transferred instead of resuming with a partial file. The server must support the FEAT, SIZE, and REST STREAM
extensions to FTP. For more information, visit http://tools.ietf.org/html/rfc3659.

Possible values: On or Of £

Default value: Of £

Retrieve Directory Sort

Used to control the order in which files are downloaded from the FTP server. Using this property does cause the
LIST command rather than the NLST command to be used when VersalLex is determining the available file list
— which might be a problem if the server responds with different lists (e.g. NLST only lists files not previously
downloaded while LIST lists all files regardless). Windows and Unix/Linux FTP servers are supported.

Possible values:

Alphabetical (ascending)
Alphabetical (descending)
Date/Time Modified (ascending)
Date/Time Modified (descending)
Size (ascending)
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Size (descending)

Retrieve Last Failed File First

If a file download previously failed and you are attempting to GET a list of files again, this property indicates
whether the previously failed file should be attempted first.

Retry Delay
The amount of time (in seconds) before a retry should be attempted.
Possible values: Any value greater than zero.
Default value: 60 seconds

Reuse SSL Session

Indicates the command port SSL session should be reused when possible for any subsequent data port SSL
connections. This setting does not affect the reuse of command port SSL sessions.

Possible values: On or Of £
Default value: Of £
Reuse SSL Sessions Across Actions

If selected, SSL sessions from previous connections to the same destination (address and port number) may
be resumed to avoid costly negotiation. If unselected, only SSL sessions used in the current action to the same
destination may be resumed. When unselected, a new SSL session is created for the initial command port
connection.

Possible values: On or Of £
Default value: On
SSL Allow Legacy Renegotiation

When selected, legacy renegotiation is allowed. If this property is not selected, the extension described in
RFC5746 is used for renegotiation and the server must also support this extension. See RFC5746 for a
description of the extension and the vulnerability it addresses.

Possible values: On or Of £
Default value: On
SSL Cipher

Indicates a specific cipher to be used with the server for SSL key exchange, encryption, and hashing. If not set,
the list of supported ciphers is presented to the server and the server picks one.

Possible values: Any cipher from the supported list. If the server does not also support the cipher, an SSL
handshake error will occur.

SSL Maximum Protocol Version

Specifies the maximum protocol version allowed. By default, this field is blank, designating that Cleo Harmony,
Cleo VLTrader, or Cleo LexiCom will select the most recent version (currently TLS 1.2).

Possible values:

SSL 3.0

TLS 1.0 (SSL 3.1)
TLS 1.1 (SSL 3.2)
TLS 1.2 (SSL 3.3)

SSL Minimum Encryption Key Size

Specifies the minimum encryption key size allowed when selecting an SSL cipher. To prevent use of low-
or medium-strength ciphers, change from the default value of 0 to 112, 128, or 256 (depending on the
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requirement). Note that if this value is set too high, all ciphers are filtered out causing the No suitable
cipher suites are enabled exception to occur.

Possible values: 0 - n bits
Default value: 0
SSL Minimum Protocol Version

Specifies the minimum protocol version allowed. SSL 3.0 is the default value for compatibility with servers that
do not support the more recent TLS versions 1.0, 1.1, and 1.2.

Possible values:

SSL 3.0

TLS 1.0 (SSL 3.1)
TLS 1.1 (SSL 3.2)
TLS 1.2 (SSL 3.3)

Default value: SSI. 3.0
SSL Use Record Splitting

Indicates whether to use 1/n-1 record splitting in CBC mode as a countermeasure against the Rizzo/Duong
BEAST (Browser Exploit Against SSL/TLS) attack against the SSL 3.0 / TLS 1.0 protocol. Must be turned off if
the SSL library on the other side of the connection does not support the feature.

Possible values: On or Of £
Default value: On
Terminate On Fail

If an error occurs during a command, stop the action.

Note:

Qi

Regarding non-CHECK commands: When Terminate On Fail is on, if a command fails,
Email On Fail and Execute On Fail, if set, are processed, and then the action stops. When
Terminate On Fail is off, ifa command fails, Email On Fail and Execute On Fail,if
set, are processed, and the action continues.

Regarding CHECK commands: Terminate On Fail is only honored if the ConditionsMet
parameter is set and the result of the CHECK is classified as Error. The CHECK command is only
available in the Cleo Harmony and Cleo VLTrader applications.
Possible values: On or Of £
Default value: On
Unzip Use Path

Indicates whether or not zip entry paths should be used for LCOPY -UNZIP operations. When enabled, the
entry's path is added to the destination path, unless the entry contains an absolute path. In this case, the absolute
path is used in place of the destination path.

Possible values: On or Of £
Default value: On
Use EPRT and EPSV

Indicates to use Extended Port (EPRT) and Extended Passive (EPSV) commands for IPv6-style network
addressing. EPRT/EPSV is used regardless of this setting if the host address is or resolves to an [Pv6-style
address.

Possible values: On or Of £
Default value: Of £
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Use External IP Address in PORT request

Indicates for active (aka port) mode that the external rather than the local IP address should be included in data
port requests to the FTP server.

Possible values: On or Of £
Default value: Of £
Use NLST

During a GET * command, indicates that VersaLex should use an NLST command rather than LTST when
getting the list of files available for download.

Possible values: On or Of £
Default value: On
Wait For Execute On

Indicates whether execution should wait for processing to complete within an Execute On Fail, Execute
On Successful Copy,Execute On Successful Receive,or Execute On Successful
Send command. Note that this option does not apply to native AS400 execution.

Possible values: On or Of £
Default value: On
XML Encryption Algorithm

The method used to encrypt/decrypt files when XML Encryption packaging is requested through the Mailbox
Packaging tab. See Configuring mailbox packaging on page 77 . If System Default is specified, the
value set on the Configure > Options > Advanced tab takes precedence.

Possible values:

System Default
TripleDES
AES-128
AES-192
AES-256

Default value: System Default
Zip Comment
Specifies the comment to be added to the zip archive file in LCOPY -ZIP operations.
Default value: The value specified for this property on the Options > Advanced panel, if set.
Zip Compression Level

Controls the level of compression for LCOPY -ZIP operations. If System Default is specified, the value set
on the Configure > Options > Advanced takes precedence

Possible values:
System Default

9 - (Best Compression)
8
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1
0 - (No Compression)

Default value: System Default
Zip Subdirectories Into Individual Zip Files

Indicates whether or not subdirectories should be bundled for LCOPY -ZIP —REC operations. When enabled,
each first-level subdirectory (and all of its descendents) will be bundled together into an individual zip file. The
name of this zip file may optionally reflect the subdirectory name if an asterisk (*) is placed in the destination
path. Any files that are directly off the source root directory will not be copied.

Possible values: On or Of £
Default value: On
FTP Mailbox Configuration
The FTP Mailbox parameters allow you access to the host system.

E Note: This feature is being deprecated. For protocols other than AS3, use a Users host. See Users Host on
page 503 for more information. For AS3, you can continue to use the FTP Users host and mailbox until
further notice.

FTP Mailbox: FTP Tab

E Note: By default, FTP hosts have the REST Enabled advanced property set to On, which prevents the host
from having more than one mailbox. If you want more than one mailbox for this host, set the REST Enabled
advanced property to Of £. See FTP Host: Advanced Tab on page 95.

User Name

Password

FTP Account

Credentials for authentication to the FTP server. Select No Password Required if there is no password required
for authentication.

FTP Account is optional.
FTP Mailbox: Security Tab

= Note: This tab applies only to FTPs hosts.

Security Mode

Possible values:

* None - For non-secure transfers, and commands and data are clear-text.

* SSL Implicit - For servers that support only SSL connections.

* SSL Explicit - For servers that support SSL by using either the AUTH SSL or AUTH TLS command.
Client Certificate

If SSL Explicitor SSL Implicit isspecified in the Host FTP tab, the target server can issue client
certificates. In this case, import the client certificate using Certificate management on page 589 and then use
the Certificate Alias and Password fields to specify (or browse for) the imported certificate.

FTP Mailbox: Packaging Tab
See Configuring mailbox packaging on page 77 for information regarding payload file packaging.
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FTP Action Configuration

An action's parameters capture a repeatable transaction for your mailbox on the host system. Create a new action
under the mailbox.

FTP Action: Action Tab

See Composing an action on page 87 and FTP Command Reference on page 111.

FTP Command Reference
Descriptions of commands and their options, arguments, and parameters.

CHECK

See CHECK Command for information about this command.

CLEAR

Clear an action property string value. The cleared value only affects the commands that follow the CLEAR.

CLEAR property

property
Action property name with no embedded spaces.

Comment
# text...

Lines in the action starting with a # character are considered comments and will be ignored when the action executes.
Lines starting with # are generally used for documentation purposes.

DIR

Get a directory listing of available files from the host
DIR "source"

source

Remote source directory path

GET

Receive one or more files from the host

GET [-ASC|-BIN] [-REC] [-DEL] [-UNI|-APE] "source" "destination"
ASC
Transfer file in ASCII format.
BIN
Transf